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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q440-Q445):

NEW QUESTION # 440

A company has a stateless application that is hosted on a fleet of 10 Amazon EC2 On-Demand Instances in an Auto Scaling group.
A minimum of 6 instances are needed to meet service requirements.

‘Which action will maintain uptime for the application MOST cost-effectively?

A. Update the Auto Scaling group with a minimum of 1 On-Demand Instance and a maximum of 6 On-Demand Instances.
B. Use a Spot Fleet with an On-Demand capacity of 6 instances.

C. Use a Spot Fleet with a target capacity of 6 instances.

D. Update the Auto Scaling group with a minimum of 6 On-Demand Instances and a maximum of

10 On-Demand Instances.

Answer: B

Explanation:

Amazon EC2 Auto Scaling allocates your Spot Instances from the N number of pools per Availability Zone that you specify and
from the Spot Instance pools with the lowest price in each Availability Zone.
https:/docs.aws.amazon.convautoscaling/ec2/userguide/ec2-auto-scaling-mixed- instances- groups.html

NEW QUESTION # 441

A company is running workloads on Amazon EC2 instances that are in a single AWS Region. The company needs to create daily
backups of each EC2 instance.

A SysOps administrator must implement a solution to automate the backup creation process.

Which solution will meet this requirement with the LEAST operational overhead?

e A Create a shell script that creates a daily cron job on the instances. Configure the cron job to use the AWS CLI to create a
snapshot of each instance. Ensure that the instance profile has the required permissions to create a snapshot. Add the shell
script to run as part of the instance user data.

e B. Use the EC2 console to enable the Auto Recovery option for each instance. Schedule the Auto Recovery option to run
every 24 hours.

e C. Use AWS Backup to create a backup plan that uses a daily default template. Specify the EC2 instances as the resources
to back up.

e D. Create a shell script that uses the AWS CLI. Configure the shell script to list all the instances and to create a snapshot of
each instance. Launch a new instance to host the shell script. Set up a cron job to run the shell script every 24 hours.

Answer: C

Explanation:

AWS Backup supports automated backups for EC2 (including attached EBS volumes). It allows:

* Central management

* Scheduled daily backups

* Low operational overhead

From AWS Backup documentation:

You can create backup plans with schedules and retention rules, and assign resources like EC2 instances for autormated backup.

NEW QUESTION # 442

A SysOps administrator needs to delete an AWS CloudFormation stack that is no longer in use. The CloudFormation stack is in the
DELETE FAILED state. The SysOps administrator has validated the permissions that are required to delete the Cloud Formation
stack.

e A The stack contains nested stacks that must be manually deleted fast.
e B. There are Amazon S3 buckets that still contain objects in the stack.
e (. The configured timeout to delete the stack was too low for the delete operation to complete.
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e D. There are additional resources associated with a security group in the stack
¢ E. The stack was deployed with the -disable rollback option.

Answer: B

Explanation:

A CloudFormation stack in the DELETE FAILED state typically indicates that some resources could not be deleted. One common
reason is that S3 buckets in the stack still contain objects.

Steps:

* Identify the Failed Resources:

* Open the AWS CloudFormation console.

* Select the stack in the DELETE FAILED state.

* Check the "Events" tab to identify the resource(s) that caused the failure.

* Delete S3 Objects:

* Open the Amazon S3 console.

* Navigate to the bucket(s) listed in the CloudFormation events.

* Delete all objects in the bucket. You can use the S3 console, AWS CLI, or an S3 batch operation to delete the objects.
* Retry Stack Deletion:

* After clearing the S3 bucket(s), go back to the CloudFormation console.

* Select the stack and choose "Delete" to retry the deletion process.

References:

* Deleting a Stack

* Troubleshooting AWS CloudFormation

NEW QUESTION # 443

A company has an organization in AWS Organizations. The company uses shared VPCs to provide networking resources across
accounts A SysOps administrator has been able to successfully launch and manage Amazon EC2 instances in a participant account
However the SysOps administrator is now receiving an InstanceLimitExceeded error when the SysOps administrator tries to launch
anew EC2 instance What should the SysOps administrator do to resolve this error')

A. Request an instance quota increase from the parte pant account

B. Launch additional EC2 instances in a different AWS Region

C. Launch additional EC2 instances by using a different Amazon Machine image (AMI)
D. Request an instance quota increase fiom the account that owns the VPC

Answer: A

Explanation:

When receiving an InstanceLimitExceeded error in a participant account of a shared VPC, you need to request an instance quota
increase from the participant account.

* Requesting a Quota Increase:

* Open the AWS Service Quotas console in the participant account.

* In the navigation pane, choose "AWS services" and select "Amazon EC2."

* Select the quota you need to increase, such as "Running On-Demand Standard (A, C, D, H, I, M, R, T, Z) instances."
* Click "Request quota increase" and specify the desired limit.

* Quota Management in AWS Organizations:

* While shared VPCs allow resources to be used across accounts, quota limits are still managed per account.

* Each participant account must manage its own quotas independently.

Service Quotas

Requesting a Quota Increase

NEW QUESTION # 444

A SysOps administrator is reviewing AWS Trusted Advisor warnings and encounters a warning for an S3 bucket policy that has
open access permissions. While discussing the issue with the bucket owner, the admmistrator realizes the S3 bucket is an origin for
an Amazon CloudFront web distribution.

‘Which action should the administrator take to ensure that users access objects in Amazon S3 by using only CloudFront URLs?

e A Encrypt the S3 bucket content with Server-Side Encryption with Amazon S3-Managed Keys (SSE-S3).
e B. Assign an 1AM user to the CloudFront distribution and grant the user permissions in the S3 bucket policy.



¢ C. Assignan 1AM role to the CloudFront distribution and grant the role permissions in the S3 bucket policy.
¢ D. Create an origin access identity and grant it permissions to read objects in the S3 bucket.

Answer: D

Explanation:

httpsz/docs.aws.amazon.com’ AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html To ensure

that users access objects in Amazon S3 by using only CloudFront URLSs, the SysOps administrator should create an origin access
identity (OAI) and grant it permissions to read objects in the S3 bucket.

Create an Origin Access Identity (OAI):

OAI s a special CloudFront user that you associate with your distribution to restrict access to the S3 bucket.

This ensures that only CloudFront can access the S3 bucket directly, and users must go through CloudFront to access the content.
Steps to Implement:

Open the CloudFront console.

Select your distribution and go to the "Origins and Origin Groups" tab.

Edit the S3 origin and create a new OAI or use an existing one.

Update the S3 bucket policy to grant the OAI read permissions.

Bucket Policy Example:

{

"Version™: "2012-10-17",

"Staterment; [

{

"Effect™: "Allow",

"Principal": {

"AWS" "arm:aws:ian:cloudfrontuser/CloudFront Origin Access Identity [OAL ID]"

2
"Action™: "s3:GetObject",

"on,

"Resource": "arn:aws:s3::;your-bucket-name/*"
}
]
}

Reference:
Using an Origin Access Identity to Restrict Access to Your S3 Content

NEW QUESTION # 445
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