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¢ Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
1 | Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.
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¢ Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
EN D) covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.

¢ Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
13 Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

¢ Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may

4
e arise during deployment or operation of the endpoint security solution.
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FIRE #13
What do Push Operations allow?

A. Allow the Endpoint Security Management Server to push operations to client computers without installing policy
B. Allow the Management Console to operate without installing policy

C. Allow the Endpoint clients to push operations to other client computers without installing policy

D. Allows the Endpoint Security Management Server to operate independently of the Security Management Server

BE: A

i RE B -

The Check Point Harmony Endpoint documentation explicitly defines Push Operations as operations that the Endpoint Security
Management Server (EMS) directly sends to client computers without requiring a policy installation. These operations are used for
quick responses and remediation actions on endpoints without needing to deploy policy changes.

Exact Extract from Official Document:

"Push operations are operations that the server pushes directly to client computers with no policy installation required."
Reference:Check Point Harmony Endpoint Specialist R81.20 Administration Guide.

i =8 #14
‘What blades have to be enabled on the Management Server for the Endpoint Security Management Server to operate?

A. Logging & Status, SmartEvent Server, and SmartEvent Correlation unit must be enabled
B. The SmartEndpoint super Node on the Management

C. You can enable all gateway-related blades

D. The administrator has to enable Compliance and Network Policy Management

ZX: D

FIRE #15

‘What connect options does the connection Awareness support?

e A There are two options: Connected to Management and Connected to a List of Specified Targets.
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ER:

B. Master and Slave Endpoint Security Management Server.
C. There are two options: Connected and Disconnected
D. Client and Server model based on Idap model. The supported ports are 389 and 636.

A

i =8 #16
You're going to prepare a Deployment Scenario of an Endpoint Security Client on a Windows machine in an On-Prem environment.
You choose one of two basic deployments - which is typical for a local deployment?

ER:

A. Agent (Initial Client) and Software Blades packages
B. Agent (free Client) package only
C. Agent-less (no Client) and Software Blades packages

D. Agent (Initial Client) package only

A

PR #17
Full Disk Encryption (FDE) protects data at rest stored on a Hard Drive.

ER:

A. NFS Share
B. RAM Dirive
C. Hard Drive
D. SMB Share

C
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