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versprechen wir, die Kosten fiir das Priifungsmaterial 100% zu erstatten.
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Priifungsfragen mit Losungen (Q65-Q70):

65. Frage
Which statement is true about Spike Control policy and Rate Limiting policy?

e A Ina clustered environment, the Rate Limiting.and Spike Control policies are applied to each node in the cluster

e B. Allrequests are rejected after the limit is reached in Rate Limiting policy, whereas the requests are queued in Spike
Control policy after the limit is reached

e C. Inorder to apply Rate Limiting and Spike Control policies, a contract to bind client application and API is needed for both

e D. To protect Experience APIs by limiting resource consumption, Rate Limiting policy nust be applied

Antwort: A

Begrindung;
Understanding Spike Control and Rate Limiting Policies:
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Spike Control Policy: Limits the number of requests processed by the API in a short time to handle sudden bursts of traffic. It does
not queue requests but rejects any request that exceeds the allowed burst rate.

Rate Limiting Policy: Sets a limit on the number of requests that an API can handle within a given timeframe. Once the limit is
reached, additional requests are rejected.

Evaluating the Options:

Option A: Incorrect. In both Spike Control and Rate Limiting policies, requests are rejected once the limit is reached. Spike Control
does not queue requests; it only controls the burst rate by rejecting excessive requests.

Option B (Correct Answer): In a clustered environment, each node independently enforces the Rate Limiting and Spike Control
policies, meaning that the limits apply to each node separately. This ensures that each node can control its own resource usage
independently within the cluster.

Option C: This is partially correct, as Rate Limiting is often used to protect Experience APls, but Spike Control could also be useful
in limiting resource consumption under high burst conditions.

Option D: Incorrect. Although a contract is required to enforce client-specific policies, Rate Limiting and Spike Control do not
require a contract to function for general traffic control.

Conclusion:

Option B is the correct answer because, in a clustered environment, Rate Limiting and Spike Control policies apply separately to
each node, helping each instance to manage its own load.

For more information, refer to MuleSoft's documentation on applying Rate Limiting and Spike Control policies in a clustered
environment.

66. Frage

A client has several applications rumning on the Salesforce service cloud. The business requirement for integration is to get daily data
changes from Account and Case Objects. Data needs to be moved to the client's private cloud AWS DynamoDB instance as a
single JSON and the business foresees only wanting five attributes from the Account object, which has 219 attributes (some custom)
and eight attributes from the Case Object.

‘What design should be used to support the AP/ Application data model?

e A Start implementing an Enterprise Data Model by defining enterprise Account and Case Objects and implement SAPI and
DynamoDB tables based on the Enterprise Data Model,

¢ B. Create separate entities for Account with five attributes and Case with eight attributes in SAPI, which are combined by the
PAPI to provide JSON output containing 13 attributes.

e C. Create separate entities for Account and Case Objects by mimicking all the attributes in SAPI, which are combined by the
PAPI and filtered to provide JSON output containing 13 attributes.

¢ D. Request client's AWS project team to replicate all the attributes and create Account and Case JSON table in DynamoDB.
Then create separate entities for Account and Case Objects by mimicking all the attributes in SAPI to transfer ISON data to
DynamoD for respective Objects

Antwort: B

Begrindung;

Understanding the Requirements:

The business needs to transfer daily data changes from the Salesforce Account and Case objects to AWS DynamoDB in a single
JSON format.

Only a subset of attributes (5 from Account and 8 from Case) is required, so it is not necessary to include all 219 attributes of the
Account object.

Design Approach:

A System API (SAPI) should be created for each Salesforce object (Account and Case), exposing only the required fields (5
attributes for Account and 8 for Case).

A Process API (PAPI) can be used to aggregate and transform the data from these SAPIs, combining the 13 selected attributes
from Account and Case into a single JSON structure for DynamoDB.

Evaluating the Options:

Option A: Mimicking all attributes in the SAPI is inefficient and unnecessary, as only 13 attributes are required.

Option B: Replicating all attributes in DynamoDB is excessive and would result in higher storage and processing costs, which is
unnecessary given the requirement for only a subset of attributes.

Option C: Implementing an Enterprise Data Model could be useful in broader data management but is not required here, as the focus
is on a lightweight integration.

Option D (Correct Answer): Creating separate entities in SAPI for Account and Case with only the required attributes and using the
PAPI to aggregate theminto a single JSON is the most efficient and meets the requirements effectively.

Conclusion:

Option D is the best choice as it provides a lightweight, efficient design that meets the requirements by transferring only the necessary



attributes and minimizing resource use.
Refer to MuleSoft's best practices for API-led connectivity and data modeling to structure SAPIs and PAPIs efficiently.

67. Frage
What correctly characterizes unit tests of Mule applications?

A. They must be triggered by an external client tool or event source

B. They test the validity of mput and output of source and target systems

C. They must be run in a unit testing environment with dedicated Mule runtimes for the environment

D. They are typically written using MUnit to run in an embedded Mule runtime that does not require external connectivity

Antwort: D

Begriindung;
Correct Answe 1: They are typically written using MUnit to run in an embedded Mule runtime that does not require external

connectivity.
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Below TWO are characteristics of Integration Tests but NOT unit tests:

>> They test the validity of input and output of source and target systens.

>> They must be triggered by an external client tool or event source.

It is NOT TRUE that Unit Tests must be run in a unit testing environment with dedicated Mule runtimes for the environment.
MuleSoft offers MUnit for writing Unit Tests and they run in an embedded Mule Runtime without needing any separate/ dedicated
Runtimes to execute them. They also do NOT need any external connectivity as MUnit supports mocking via stubs.
https:/dzone.convarticles/munit-framework

68. Frage
A REST API is being designed to implement a Mule application.
What standard interface definition language can be used to define REST APIs?

A. OpenAPI Specification (OAS)

B. Web Service Definition Language(WSDL)
C. YAML

D. AsyncAPI Specification

Antwort: A

69. Frage

An organization has several APIs that accept JSON data over HTTP POST. The APIs are all publicly available and are associated
with several mobile applications and web applications.

The organization does NOT want to use any authentication or compliance policies for these APIs, but at the same time, is worried
that some bad actor could send payloads that could somehow compromise the applications or servers running the API
implementations.

What out-of-the-box Anypoint Platform policy can address exposure to this threat?

A. Shut out bad actors by using HTTPS mutual authentication for all API invocations

B. Apply a JSON threat protection policy to all APIs to detect potential threat vectors

C. Apply a Header mjection and removal policy that detects the malicious data before it is used
D. Apply an IP blacklist policy to all APIs; the blacklist will Include all bad actors

Antwort: B

Begriindung;

Correct Answe 1: Apply a JSON threat protection policy to all APIs to detect potential threat vectors
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>> Usually, if the APIs are designed and developed for specific consumers (known consumers/custormers) then we would IP
Whitelist the same to ensure that traffic only comes from them.

>> However, as this scenario states that the APIs are publicly available and being used by so many mobile and web applications, it
is NOT possible to identify and blacklist all possible bad actors.



>> So, JSON threat protection policy is the best chance to prevent any bad JSON payloads from such bad actors.
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