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What is more difficult is not only passing the CompTIA CS0-002 Certification Exam, but the acute anxiety and the excessive burden
also make the candidate nervous to qualify for the CompTIA Cybersecurity Analyst (CySA+) Certification Exam certification. If you
are going through the same tough challenge, do not worry because CompTIA is here to assist you.

CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q139-Q144):
NEW QUESTION # 139 
A cybersecurity analyst routinely checks logs, querying for login attempts. While querying for unsuccessful login attempts during a
five-day period, the analyst produces the following report:

Which of the following BEST describes what the analyst Just found?

A. Users 4 and 5 are using their credentials to run an unauthorized scheduled task targeting some servers In the cloud.
B. A bot is running a brute-force attack in an attempt to log in to the domain.
C. Users 4 and 5 are using their credentials to transfer files to multiple servers.
D. An unauthorized user is using login credentials in a script.

Answer: D

Explanation:
A script is a program that can automate tasks or perform actions on a computer system. A script can be used to attempt multiple
login attempts with different credentials, either randomly or from a list of known or guessed usernames and passwords. This can be
done to gain unauthorized access to a system or to test its security12.
Users 4 and 5 are not using their credentials to transfer files or run tasks, because the report shows that they have failed login
attempts on multiple servers. If they were authorized users, they would not have failed login attempts. Also, transferring files or
running tasks does not require multiple login attempts on different servers.
A bot is a software application that runs automated tasks over the Internet. A bot can also be used to perform brute-force attacks,
which are repeated attempts to guess a password or other authentication information. However, a bot would not use login
credentials in a script, but rather generate random or common passwords to try3.

NEW QUESTION # 140 
A cybersecurity analyst is responding to an incident. The company's leadership team wants to attribute the incident to an attack
group. Which of the following models would BEST apply to the situation?

A. MITRE ATT&CK
B. Kill chain
C. Intelligence cycle
D. Diamond Model of Intrusion Analysis

Answer: B
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NEW QUESTION # 141 
A company's Chief Information Security Officer (CISO) is concerned about the integrity of some highly confidential files. Any
changes to these files must be tied back to a specific authorized user's activity session.
Which of the following is the BEST technique to address the CISO's concerns?

A. Use Wireshark to scan all traffic to and from the directory. Monitor the files for unauthorized changes.
B. Configure DLP to reject all changes to the files without pre-authorization. Monitor the files for unauthorized changes.
C. Place a legal hold on the files. Require authorized users to abide by a strict time context access policy.
Monitor the files for unauthorized changes.
D. Regularly use SHA-256 to hash the directory containing the sensitive information. Monitor the files for unauthorized
changes.

Answer: C

NEW QUESTION # 142 
A company experienced a security compromise due to the inappropriate disposal of one of its hardware appliances. Sensitive
information stored on the hardware appliance was not removed prior to disposal. Which of the following is the BEST manner in
which to dispose of the hardware appliance?

A. Return the hardware appliance to the vendor, as the vendor is responsible for disposal.
B. Ensure the hardware appliance has the ability to encrypt the data before disposing of it.
C. Dispose of all hardware appliances securely, thoroughly, and in compliance with company policies.
D. Establish guidelines for the handling of sensitive information.

Answer: C

Explanation:
Secure and thorough disposal can involve deleting or wiping all data from the hardware appliances, physically destroying or
shredding them, or recycling them through certified vendors or programs. Compliance with company policies can help to ensure that
the disposal follows the best practices and standards for data protection and environmental responsibility .

NEW QUESTION # 143 
A company frequently expenences issues with credential stuffing attacks Which of the following is the BEST control to help prevent
these attacks from being successful?

A. IDS
B. MFA
C. SIEM
D. TLS

Answer: B

Explanation:
MFA stands for multi-factor authentication, which is a method of verifying a user's identity by requiring two or more pieces of
evidence, such as something the user knows (e.g., password), something the user has (e.g., token), or something the user is (e.g.,
fingerprint). MFA is the best control to help prevent credential stuffing attacks from being successful, because even if an attacker
obtains a valid username and password from a breached site, they would still need another factor to access the target site. SIEM,
IDS, and TLS are other security controls, but they are not as effective as MFA for preventing credential stuffing attacks. Reference:
https://www.cloudflare.com/learning/bots/what-is-credential-stuffing/

NEW QUESTION # 144
......
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