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Implementing Cisco Service Provider Cloud Network Infrastructure (300-540) PDF dumps, desktop practice exam software, and
web-based Designing and Implementing Cisco Service Provider Cloud Network Infrastructure (300-540) practice exam. Don't
wait. Purchase Designing and Implementing Cisco Service Provider Cloud Network Infrastructure (300-540) exam dumps at an
affordable price and start preparing for the updated Cisco 300-540 certification exam today.

Cisco Designing and Implementing Cisco Service Provider Cloud Network
Infrastructure Sample Questions (Q116-Q121):
NEW QUESTION # 116 
The use of pseudowires in DCI solutions is primarily to:

A. Simulate a wire-like connection over a packet-switched network
B. Provide layer 3 connectivity over a layer 2 network
C. Create a physical connection between two points
D. Reduce the overall security of the data being transmitted

Answer: A

NEW QUESTION # 117 

Refer to the exhibit. An engineer must stop DDoS attacks on web and mail servers by using an ACL. Which two commands must
be run on router R17? (Choose two.)

A. access-list 101 deny ip 10.10.10.2 255.255.255.255 10.20.10.2 255.255.255.255
B. access-list 101 deny ip 10.10.10.2 255.255.255.255 10.30.10.2 255.255.255.255
C. access-list 101 deny ip 10.10.10.2 0.0.0.0 10.20.10.2 0.0.0.0
D. access-list 101 deny ip 10.0.0.0 0.255.255.255 10.10.0.2 0.0.0.0
E. access-list 101 deny ip 10.10.10.2 0.0.0.0 10.30.10.2 0.0.0.0

Answer: C,E

Explanation:
The attacker's IP is:
* 10.10.10.2
The servers under attack are:
* Web Server:10.20.10.2
* Mail Server:10.30.10.2
We must denytraffic from attacker # servers.
Correct ACL format useshost wildcards (0.0.0.0):
deny ip 10.10.10.2 0.0.0.0 10.20.10.2 0.0.0.0
deny ip 10.10.10.2 0.0.0.0 10.30.10.2 0.0.0.0
These matchD and E.

NEW QUESTION # 118 
Which type of cyberattack does Cisco Umbrella DNS-layer security effectively help mitigate?

A. Phishing and malware-based attacks
B. Brute force attacks on user accounts
C. Advanced persistent threats and zero-day exploits
D. DDoS attacks targeting specific servers
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Answer: A

Explanation:
Cisco Umbrella DNS-layer security:
* Blocks malicious domains used inphishing,malware,C2 communications, andransomware
* Stops threatsbeforeconnections are made
* Uses DNS-based filtering and threat intelligence
It doesnotmitigate:
* DDoS (needs scrubbing centers)
* Brute force login attempts
* Zero-day exploits directly
Thus,Ais correct.

NEW QUESTION # 119 
Which of the following are true about IPsec VPNs? (Choose two)

A. It is suitable for creating secure connections over the public internet
B. It provides end-to-end encryption
C. It encrypts data at the application layer
D. It is used exclusively within private networks

Answer: A,B

NEW QUESTION # 120 
High availability design models often include:

A. Single points of failure
B. DNS, routing, and load balancers
C. Decreased focus on redundancy
D. Only physical redundancy

Answer: B

NEW QUESTION # 121
......
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