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NEW QUESTION # 195
(MULTI-SELECT - Which of the following are technical data controls?)

A. Multifactor authentication.
B. Data minimization.

C. Encryption.

D. Pseudonymization.

E. Firewall.

Answer: A,CE

Explanation:

CIPM categorizes controls into technical, administrative, and organizational measures. Technical data controls are system-based
safeguards that directly enforce confidentiality, integrity, and availability.

Firewalls, encryption, and multifactor authentication are classic technical controls implemented through hardware or software. Data
minimization is a privacy principle and governance practice, not a technical control. Pseudonymization, while sometimes implemented
technically, is treated within CIPM as a data management and risk-reduction technique, not a core access or security control.
Therefore, A, B, and E correctly represent technical controls.

NEW QUESTION # 196
You would like to better understand how your organization can demonstrate compliance with international privacy standards and
identify gaps for remediation. What steps could you take to achieve this objective?

A. Carry out a second-party audit.

B. Conduct an annual self assessment.

C. Engage a third-party to conduct an audit.
D. Consult your local privacy regulator.

Answer: C

Explanation:

Engaging a third-party to conduct an audit is the best way to ensure that your organization is compliant with international privacy
standards and identify any gaps that need to be remediated. An audit should include a review of your organization's data processing
activities, as well as its policies, procedures, and internal controls. Additionally, it should include an analysis of the applicable privacy
laws and regulations. This audit will provide you with an objective third-party assessment of your organization's compliance with
international privacy standards and identify any areas of non-compliance that need to be addressed

NEW QUESTION # 197
A minimum requirement for carrying out a Data Protection Impact Assessment (DPIA) would include?

A. Processing on a large scale of special categories of data.
B. Assessment of the necessity and proportionality.

C. Monitoring of a publicly accessible area on a large scale.
D. Assessment of security measures.

Answer: A

Explanation:

Processing on a large scale of special categories of data is a minimum requirement for carrying out a Data Protection Inpact
Assessment (DPIA) under the General Data Protection Regulation (GDPR). A DPIA is a type of Privacy Impact Assessment (P1A)
that is specifically required by the GDPR when a processing activity is likely to result in a high risk to the rights and freedoms of
natural persons. According to Article 35 (3)(b) of the GDPR, a DPIA is mandatory when the processing involves a large scale of
special categories of data or personal data relating to criminal convictions and offences. Special categories of data are personal data
that reveal racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric
data, health data, sex life or sexual orientation. These types of data are considered more sensitive and require more protection, as
they may pose higher risks of discrimnation, identity theft, fraud, or other harms to the data subjects.

References:

CIPM Body of Knowledge (2021), Domain IV: Privacy Program Operational Life Cycle, Section C:

Monitoring and Managing Program Performance Subsection 1: Privacy Impact Assessments CIPM Study Guide (2021), Chapter 9:



Monitoring and Managing Program Performance Section 9.1: Privacy Impact Assessments CIPM Textbook (2019), Chapter 9:
Monitoring and Managing Program Performance Section 9.1: Privacy Impact Assessments CIPM Practice Exam (2021), Question
147 GDPR Atrticle 35(3)(b) and Article 9

NEW QUESTION # 198
When devising effective employee policies to address a particular issue, which of the following should be included in the first draft?

A. Roles and responsibilities of the different groups of individuals.
B. Rationale for the policy.

C. Explanation of how the policy is applied within the organization.
D. Points of contact for the employee.

Answer: B

Explanation:

When devising effective employee policies to address a particular issue, it is important to include the rationale for the policy in the
first draft, as it explains why the policy is needed and what benefits it brings to the organization and its employees. The rationale can
also help to gain support and buy-in from the management and staff; as well as to align the policy with the organizational values and
goals. The other options are also important elements of an employee policy, but they can be added or refined in later drafis.
Reference: CIPM Body of Knowledge, Domain IV: Privacy Program Comnumication Activities, Task 2: Develop mternal
commumnication plans.

NEW QUESTION # 199

SCENARIO

Please use the following to answer the next QUESTION:

Edufox has hosted an annual convention of users of its famous e-learning software platform, and over time, it has become a grand
event. It fills one of the large downtown conference hotels and overflows into the others, with several thousand attendees enjoying
three days of presentations, panel discussions and networking, The convention is the centerpiece of the company's product rollout
schedule and a great training opportunity for current users. The sales force also encourages prospective clients to attend to get a
better sense of the ways in which the system can be customized to meet diverse needs and understand that when they buy into this
system, they are joining a community that feels like family.

This year's conference is only three weeks away, and you have just heard news of a new initiative supporting it: a smartphone app
for attendees. The app will support late registration, highlight the featured presentations and provide a mobile version of the
conference program. It also links to a restaurant reservation system with the best cuisine in the areas featured. "It's going to be
great," the developer, Deidre Hoffiman, tells you, "if, that is, we actually get it working!" She laughs nervously but explains that
because of the tight time frame she'd been given to build the app, she outsourced the job to a local firm. "It's just three young
people," she says, "but they do great work." She describes some of the other apps they have built. When asked how they were
selected for this job, Deidre shrugs. "They do good work, so I chose them." Deidre is a terrific employee with a strong track record.
That's why she's been charged to deliver this rushed project. You're sure she has the best interests of the company at heart, and you
don't doubt that she's under pressure to meet a deadline that cannot be pushed back. However, you have concerns about the app's
handling of personal data and its security safeguards. Over lunch in the break room, you start to talk to her about it, but she quickly
tries to reassure you, "I'm sure with your help we can fix any security issues if we have to, but I doubt there'll be any. These people
build apps for a living, and they know what they're doing. You worry too much, but that's why you're so good at your job!" You see
evidence that company employees routinely circumvent the privacy officer in developing new initiatives.

How can you best draw attention to the scope of this problem?

A. Insist upon one-on-one consultation with each person who works around the privacy officer.

B. Take your concerns straight to the Chief Executive Officer.

C. Hold discussions with the department head of anyone who fails to consult with the privacy officer.

D. Develop a metric showing the number of initiatives launched without consultation and include it in reports, presentations,
and consultation.

Answer: D

Explanation:

Explanation

This answer is the best way to draw attention to the scope of this problem, as it can provide quantitative and objective evidence of
how often the privacy officer is bypassed or ignored in the organization's data processing activities. Developing a metric showing the
number of initiatives launched without consultation can help to measure and monitor the level of compliance and alignment with the



organization's privacy program and policies, as well as the applicable laws and regulations. Including this metric in reports,
presentations and consultation can help to communicate and raise awareness of this problem among the relevant stakeholders, such
as senior management, project managers, developers or vendors. It can also help to demonstrate the value and importance of
involving the privacy officer in the early stages of any initiative that involves personal data, as well as the potential consequences and
risks of not doing so. References: IAPP CIPM Study Guide, page

891; ISO/IEC 27002:2013, section 18.1.3

NEW QUESTION # 200
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