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Passl eader is one of the leading platforms that has been helping Certified Application Security Engineer (CASE) JAVA exam
candidates for many years. Over this long time period we have helped 312-96 exam candidates in their preparation. They got help
from PassLeader 312-96 Practice Questions and easily got success in the final Certified Application Security Engineer (CASE)
JAVA certification exam. You can also trust Passl eader 312-96 exam dumps and start preparation with complete peace of mind
and satisfaction.

EC-Council 312-96 Exam Syllabus Topics:

Topic Details ‘Weights
- Explain Exception and Error Handling in Java

-Explain erroneous exceptional behaviors

-Demonstrate the knowledge of do's and don'ts in error handling
-Explain Spring MVC error handing

Secure Coding Practices for Error Handling ~ |-Explain Exception Handling in Struts2 16%
-Demonstrate the knowledge of best practices for error handling
-Explain to Logging in Java

-Demonstrate the knowledge of Logdj for logging

-Demonstrate the knowledge of coding techniques for secure logging
-Demonstrate the knowledge of best practices for logging
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-Understand the need and benefits of application security
-Demonstrate the understanding of common application-level attacks
-Explain the causes of application-level vulnerabilities

-Explain various components of comprehensive application security
Understanding Application Security, Threats, |-Explain the need and advantages of integrating security in Software
and Attacks Development Life Cycle (SDLQ)

-Differentiate finctional vs security activities in SDLC

-Explain Microsoft Security Development Lifecycle (SDU)
-Demonstrate the understanding of various software security reference
standards, models, and frameworks

-Understand the importance of gathering security requirements

-Explain Security Requirement Engineering (SRE) and its phases
-Demonstrate the understanding of Abuse Cases and Abuse Case
Modeling

- Demonstrate the understanding of Security Use Cases and Security Use
Case Modeling

-Demonstrate the understanding of Abuser and Security Stories

-Explain Security Quality Requirements Engineering (SQUARE) Model
-Explain Operationally Critical Threat, Asset, and Vulnerability Evaluation
(OCTAVE) Model

- Understand the importance of secure deployment
-Explain security practices at host level

-Explain security practices at network level
-Explain security practices at application level
Secure Deployment andMaintenance -Explain security practices at web container level (Tomcat) 10%
-Explain security practices at Oracle database level

-Demonstrate the knowledge of security maintenance and monitoring
activities

18%

Security Requirements Gathering 8%

- Understand Static Application Security Testing (SAST)

-Demonstrate the knowledge of manual secure code review techniques
for most common vulnerabilities

Static and Dynamic Application Security -Explain Dynamic Application Security Testing

'resting (SAST & DAST) -Demonstrate the knowledge of Automated Application Vulnerability
Scanning Toolsfor DAST

-Demonstrate the knowledge of Proxy-based Security Testing Tools for
DAST

8%
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If'you conpare the test to a battle, the examinee is like a brave warrior, and the good 312-96 learning materials are the weapon

equipments, but if you want to win, then it is essential for to have the good 312-96 Study Guide. Our 312-96 exam questions are of
high quality which is carefully prepared by professionals based on the changes in the syllabus and the latest development in practice.
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ECCouncil Certified Application Security Engineer (CASE) JAVA Sample
Questions (Q34-Q39):

NEW QUESTION # 34
To enable the struts validator on an application, which configuration setting should be applied in the struts validator configuration file?

& <action path="/download"
2 type="com.website.d2.action.DownloadAction"
3: name="download.Form"
4 scope="request" input=".download"
5: | 00 Q).
6: </action>
A. valid ate-'true"

B. validate="enabled"
C. IsNotvalidate="false"
D. IsNotvalidate="disabled"

Answer: A

NEW QUESTION # 35

Suppose there is a productList.jsp page, which displays the list of products from the database for the requested product category.
The product category comes as a request parameter value. Which of'the following line of code will you use to strictly validate
request parameter value before processing it for execution?

¢ A public boolean validateUserName() {String Categoryld= request.getParameter("Catld");}

¢ B. public.boolean validateUserName() { if{!request.getParamcter("Catld").equals("null""))}

¢ C. public boolean validateUserName() { iflrequest.getParameter("Catld")!=null ) String
Categoryld=request.getParameter("Catld");}

¢ D. public boolean validateUserName() { Pattern p = Pattern.compile('[a-zA-Z0-9]*$"); Matcher m=
p-matcher(request.getParameter(Catld")); boolean result = mmatches(); return result; }

Answer: D

Explanation:

The correct line of code for strictly validating the request parameter value before processing it for execution is option B. This code
snippet uses a regular expression to ensure that the Catld parameter only contains alphanumeric characters, which is a common
validation technique to prevent SQL injection and other forms of attacks. The Pattern.compile('[a-zA-Z0-9]*$") creates a pattern
that matches a string of zero or more alphanumeric characters. The matcher method is then used to match the pattern against the
Catld parameter obtained from the request. If the parameter matches the pattern, mmatches() returns true, indicating that the
parameter is valid.

References: The answer provided is in accordance with the best practices for mput validation as outlined in the EC-Council's
Certified Application Security Engmneer (CASE) JAVA training and certification program. The program emphasizes secure coding
practices, including nput validation to protect against common security threats such as SQL imjection. For further details, please refer
to the official EC-Council CASE JAVA course materials and study guides12.

NEW QUESTION # 36
A developer has written the following line of code to handle and maintain session in the application. What did he do in the below



scenario?

I| SessionTrackingjava . nQ

35

36

37| HttpSession session=request.getSession();
38| session.setAttribute(“user", uname);

< Ep-pdinei!

A. Maintained session by creating a Cookie user with value stored in uname variable.

B. Maintained session by creating a Session variable user with value stored in uname variable.
C. Maintained session by creating a HTTP variable user with value stored in uname variable.
D. Maintained session by creating a hidden variable user with value stored in uname variable.

Answer: B

NEW QUESTION # 37
‘Which of the following method will help you check if DEBUG level is enabled?

A. EnableDebug ()
B. DebugEnabled()
C. isDebugEnabled()
D. IsEnableDebug ()

Answer: C

NEW QUESTION # 38
Identify the type of attack depicted in the figure below:

Attacker logs into the server using the victim’s credentials
Attacker e with the sames session ID

Attacker sends an
email containing a link :

PROMAN R Sat Saamon 'D§ http://example.dom/login.aspx
© ?sessionid=4321

c- User clicks on the link and is redirected to the bank website

e User logs into the server using his credentials and fixed session ID :

A. SQL mjection attack

B. Parameter/form attack

C. Directory traversal attack
D. Session fixation attack

Answer: D

Explanation:



The type of attack depicted in the figure is a session fixation attack. Here's a step-by-step explanation of how this attack works:
* The attacker creates a new session on a website and obtains a valid session ID.

* The attacker then tricks the user into using this session ID, often by sending a link that includes the session ID as a parameter.
* When the user logs in using this session ID, the attacker, who now knows the session ID, can hijack the session.

* This allows the attacker to impersonate the user and carry out actions on their behalf.

In the context of the image, the steps are as follows:

* The attacker logs into a bank website using his credentials.

* The webserver sets a session ID on the attacker's machine.

* The attacker logs into the server using the victim's credentials with the same session ID.

* The attacker sends an email containing a link with a set session ID to the user.

* The user clicks on the link and is redirected to the bank website.

* The user logs into the server using his credentials and the fixed session ID.

* The attacker can then use the same session ID to gain unauthorized access.

References: For more information on session fixation attacks, you can refer to security resources such as OWASP (Open Web
Application Security Project) and other cybersecurity publications that discuss common web vulnerabilities and their mitigation
strategies.

NEW QUESTION # 39
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