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Fi 8 #134
‘Which of'the following would be an information security managers PRIMARY challenge when deploying a bring your own device
(BYOD) mobile program in an enterprise?

A. Configuration management

B. End user acceptance

C. Inconsistent device security
D. Mobile application control

ER: C

i RE S B -

Inconsistent device security is the primary challenge for an information security manager when deploying a bring your own device
(BYOD) mobile program in an enterprise because it increases the risk of data breaches and compromises. A BYOD mobile
program allows employees to use their personal devices, such as smartphones, tablets, or laptops, to access the organization's
network, applications, and data. However, personal devices may have different operating systeins, versions, configurations, and
security settings than the organization's standard devices. Moreover, personal devices may not be updated regularly, may have
unauthorized or malicious apps installed, or may not have adequate protection against malware or theft.

Inconsistent device security makes it difficult for the information security manager to enforce and monitor the security policies and
controls across all devices, as well as to ensure compliance with the regulatory requirements for data privacy and security.
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Therefore, inconsistent device security is the correct answer.

References:

* https7/simplemdm convblog/challenges- of-bring-your-own-device-byod-policy/
* httpsz//www.timedoctor.com/blog/byod-pros-and-cons/

* httpsy//www.ncsc.gov.uk/files/NCSC- Vendor-Security- Assessment.pdf

Fi 8 #135
Which of'the following is the MOST effective mitigation strategy to protect confident information from inside threats?

A. Implementing authentication mechanisims

B. Establishing authorization controls
C. Performing an entitlement review process
D. Defining segregation of duties

ER: C

R #136
Successful social engineering attacks can BEST be prevented through:

A. efficient termination procedures.

B. preemployment screening,

C. close monitoring of users' access patterns.
D. periodic awareness training.

ZX: D

fE AR A«

Security awareness training is most effective in preventing the success of social engineering attacks by providing users with the
awareness they need to resist such attacks. Screening of new employees, monitoring and rapid termnation will not be effective
against external attacks.

PR #137
When creating an information security governance program, which of the following will BEST enable the organization to address
regulatory compliance requirements?

A. Input from the security steering committee
B. An approved security strategy plan

C. Guidelines for processes and procedures
D. A security control framework

BE: A

PR #138
An organization implemented a number of technical and administrative controls to mitigate risk associated with ransonware. Which
of the following is MOST important to present to senior management when reporting on the performance of this initiative?

A. The cost and associated risk reduction

B. The number and severity of ransomware incidents

C. Benchmarks of industry peers impacted by ransonware
D. The total cost of the investment

BE: A

fE R A«
According to the CISM Review Manual, the most important metric to present to senior management when reporting on the
performance of a risk mitigation initiative is the cost and associated risk reduction, as it demonstrates the value and effectiveness of



the initiative in terms of reducing the likelihood and impact of the risk. The other metrics may be useful for comparison or analysis,
but they do not directly measure the performance of the initiative.
References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 2091.
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