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R #72
An OT network administrator is trying to implement active authentication.
Which two methods should the administrator use to achieve this? (Choose two.)

A. Role-based authentication on FortiNAC

B. Two-factor authentication on FortiAuthenticator
C. Local authentication on FortiGate

D. FSSO authentication on FortiGate

EME: B. C

R #73
Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)?
(Choose three.)

A. FortiManager
B. FortiNAC

C. FortiAnalyzer
D. FortiSIEM
E. FortiGate

IEf#: B. D. E

fEERA -

A: FortiNAC - FortiNAC is a network access control solution that provides visibility and control over network devices. It can
identify devices, enforce access policies, and automate threat response.

D: FortiSIEM - FortiSIEM is a security information and event management solution that can collect and analyze data from multiple
sources, including network devices and servers. It can help identify potential security threats, as well as monitor compliance with
security policies and regulations.

E: FortiAnalyzer - FortiAnalyzer is a central logging and reporting solution that collects and analyzes data from muiltiple sources,
including FortiNAC and FortiSIEM. It can provide insights into network activity and help identify anomalies or security threats.
Reference:

Fortinet NSE 7 - OT Security 6.4 Study Guide, Chapter 4: OT Security Devices, page 4-20.
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Refer to the exhibits.
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Which stétermnt i trl-lé.abou;[ the traffic passing through to PLC-2?

A. IEC 104 signatures are all allowed except the C.BO.NA 1 signature.

B. IPS nust be enabled to inspect application signatures.

C. The application filter overrides the default action of some IEC 104 signatures.

D. SSL Inspection must be set to deep-inspection to correctly apply application control.

Ef#

BRE#75
Refer to the exhibit.

: C

Given the configurations on the FortiGate, which statement is true?

A. FortiGate is configured with forward-domains to forward only domain controller traffic.

B. FortiGate is configured with forward-domains to reduce unnecessary traffic.

C. FortiGate is configured with forward-domains to forward only company domain website traffic.
D. FortiGate is configured with forward-domains to filter and drop non-domain controller traffic.

F
R

: B

B #76
Refer to the exhibit.



In order for a FortiGate device to act as router on a stick, what configuration must an OT network architect implement on FortiGate
to achieve inter- VLAN routing?

A. Set a software switch on FortiGate to handle mnter- VLAN traffic.

B. Set a unique forward domain on each interface on the network.

C. Set a FortiGate interface with the switch to operate as an 802.1 q trunk.
D. Set FortiGate to operate in transparent mode.

EfE: C
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