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EC-COUNCIL EC-Council Certified Network Defender CND 312-38
Prüfungsfragen mit Lösungen (Q88-Q93):
88. Frage 
If Myron, head of network defense at Cyberdyne, wants to change the default password policy settings on the company's Linux
systems, which directory should he access?

A. /etc/login.defs
B. /etc/hosts.allow
C. /etc/logrotate.conf
D. /etc/crontab

Antwort: A

Begründung:
The /etc/login.defs file in Linux systems contains the configuration for user login settings, which includes the default password policy
settings. This file is used to control several aspects of user management, including password requirements such as password aging,
password length, and password complexity. When the head of network defense, like Myron, wants to change these settings, he
would access and modify the /etc/login.defs file to implement the new password policies across the company's Linux systems.
References: The explanation is based on standard Linux system documentation and best practices for user password policy
management. The Red Hat Enterprise Linux documentation provides detailed information on defining password policies, which is
applicable to other Linux distributions as well1. Additionally, resources like OSTechNix's guide on setting password policies in Linux
corroborate the use of /etc/login.defs for this purpose2.

89. Frage 
Which of the following helps in viewing account activity and events for supported services made by AWS?

A. AWS Certificate Manager
B. AWS CloudTrial
C. AWS CloudHSM
D. AWS CloudFormation

Antwort: B

90. Frage 
The security network team is trying to implement a firewall capable of operating only in the session layer, monitoring the TCP inter-
packet link protocol to determine when a requested session is legitimate or not. Using this type of firewall, they could be able to
intercept the communication, making the external network see that the firewall is the source, and facing the user, who responds from
the outside is the firewall itself. They are just limiting a requirements previous listed, because they already have a packet filtering
firewall and they must add a cheap solution that meets the objective. What kind of firewall would you recommend?

A. Circuit Level Gateway
B. Application Proxies
C. Application Level Gateways
D. Packet Filtering with NAT

Antwort: A

91. Frage 
Which of the following protocols is used for inter-domain multicast routing and natively supports "source- specific multicast" (SSM)?

A. BGMP
B. DVMRP
C. OSPF
D. EIGRP

Antwort: A



Begründung:
BGMP stands for border gateway multicast protocol. It is used for inter-domain multicast routing and natively supports "source-
specific multicast" (SSM). In order to support "any-source multicast" (ASM), BGMP builds shared trees for active multicast groups.
This allows domains to build source-specific, inter-domain, distribution branches where needed. BGMP uses TCP as its transport
protocol, which helps in eliminating the need to implement message fragmentation, retransmission, acknowledgement, and
sequencing.
Answer option B is incorrect. The Distance Vector Multicast Routing Protocol (DVMRP) is used to share information between
routers to transport IP Multicast packets among networks. It uses a reverse path-flooding technique and is used as the basis for the
Internet's multicast backbone (MBONE). In particular, DVMRP is notorious for poor network scaling, resulting from reflooding,
particularly with versions that do not implement pruning. DVMRP's flat unicast routing mechanism also affects its capability to scale.
Answer option D is incorrect. EIGRP is a Cisco proprietary protocol. It is an enhanced version of IGRP. It has faster convergence
due to use of triggered update and saving neighbor's routing table locally. It supports VLSM and routing summarization. As EIGRP
is a distance vector protocol, it automatically summarizes routes across Class A, B, and C networks. It also supports multicast and
incremental updates and provides routing for three routed protocols, i.e., IP, IPX, and AppleTalk.
Answer option C is incorrect. Open Shortest Path First (OSPF) is a routing protocol that is used in large networks. Internet
Engineering Task Force (IETF) designates OSPF as one of the Interior Gateway Protocols.
A host uses OSPF to obtain a change in the routing table and to immediately multicast updated information to all the other hosts in
the network.

92. Frage 
Which of the following is a data destruction technique that protects the sensitivity of information against a laboratory attack where an
unauthorized individual uses signal processing recovery tools in a laboratory environment to recover the information?

A. Destroying
B. Disposal
C. Clearing
D. Purging

Antwort: D

Begründung:
Purging is a data destruction technique designed to protect the sensitivity of information against laboratory attacks. In such attacks,
unauthorized individuals may use advanced signal processing recovery tools to recover previously stored information. Purging
involves removing the stored data in a way that it cannot be reconstructed by any means, including laboratory techniques. This
process often includes degaussing, which demagnetizes the magnetic field of storage media, thereby making data recovery virtually
impossible.

93. Frage
......
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