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HMA #46
‘Which task will throttle download speeds on all ChromeOS devices on the STUDENT SSID and segment their device traffic into a
separate VLAN?

A. Create a new WLAN for ChromeOS with a rate-limited VLAN.

B. Create a Layer 2 Access Control Policy and apply it to the WLAN.
C. Create a Device Policy and apply it to the WLAN.

D. Create an Application Control Policy and apply it to the WLAN.

EfE: C

A -

To throttle download speeds for specific device types-such as ChromeOS devices-and assign them to a dedicated VLAN, the
appropriate configuration is to create a Device Policy and apply it to the target WLAN.

According to the RUCKUS One Online Help - Device Policy Management, and RUCKUS Al documentation - Policy Control and
Device Analytics, Device Policies can classify client devices based on operating system, MAC OUI, or fingerprinting data. Once
identified, administrators can enforce rate limits, VLAN tagging, and access restrictions for that device type.
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By applying this policy to the STUDENT SSID, all detected ChromeOS clients will have bandwidth limits applied and their traffic
segmented into the configured VLAN for management and security isolation.

Other options-such as Layer 2 ACLs or Application Control Policies-manage packet-level permissions or app-level prioritization,
not per-device bandwidth or VLAN segmentation. Creating a new WLAN is unnecessary since RUCKUS policy management
allows dynamic device-based enforcement on a single SSID.

Reference:

RUCKUS One Online Help - Device Policy and VLAN Assignment by OS Type

RUCKUS Analytics 3.5 User Guide - Client Behavior and Policy Enforcement Analytics RUCKUS Al Documentation - Policy
Control: Device Classification and Rate Limiting

B #47
Which log category in SmartZone provides details about AP join requests and firmware compatibility issues?

e A. AP Manager Log
e B. Events Log
¢ C. Control Plane Log
e D. SystemLog

EfE: A

fEEHL -

TheAP Manager Logwithin SmartZone is dedicated to monitoring access point registration, join processes, firmware version checks,
and heartbeat commumication with the controller.

As stated in theRUCKUS One Online Help - Log Categories and Troubleshootingand theRUCKUS Analytics 3.5 User Guide -
Device Connectivity Diagnostics, the AP Manager Log records messages about:

* AP registration attempts

* Join authorization success/failure

* Firmware mismatch detection and upgrade triggers

TheSystem Logcovers controller-level events, theEvents Logrecords systemwide notifications, and the Control Plane Logcaptures
traffic flow analytics.

References:

RUCKUS One Online Help - SmartZone Logging and Event Analysis

RUCKUS Analytics 3.5 User Guide - Device Join and Firmware Status Analysis RUCKUS Al Documentation - SmartZone
Logging Architecture

E R #48
Which 802.11 PHY layer feature allows Wi-Fi 6 (802.11ax) to efficiently serve multiple clients simultaneously on both uplink and
downlink?

A. QAM256
B. MU-MIMO
C. OFDMA
D. RTS/CTS

EE: C

AR :

OFDMA (Orthogonal Frequency Division Multiple Access) is one of the core features introduced in IEEE 802.11ax (Wi-Fi6). It
divides a channel into smaller subcarriers called Resource Units (RUs), allowing an AP to communicate with nultiple clients
simultaneously, both on uplink and downlink.

According to the RUCKUS One Online Help - Wi-Fi 6 Features Overview, OFDMA improves spectrum efficiency, reduces
latency, and increases throughput in high-density environments. RUCKUS APs such as the R750 and R850 use OFDMA in
coordination with RUCKUS Al's client traffic analysis to allocate resources dynamically.

In contrast, MU-MIMO also supports nulti-user communication but only in one direction (downlink for 802.11ac Wave 2, both for
11ax). QAM256 enhances modulation efficiency but doesn't enable concurrent muilti-client service.

Reference:

RUCKUS One Online Help - Wi-Fi 6 and OFDMA Operations

RUCKUS Analytics 3.5 User Guide - PHY Layer Metrics and Multi-user Efficiency RUCKUS Al Documentation - Resource Unit
Allocation and Client Scheduling



HH #49
‘Which three Ethernet Port Profile configuration options are available in SmartZone for APs? (Choose three.)

A. Tunnel Profile selection
B. Number of clients

C. Port speed

D. LAG creation

E. 802.1X Authentication
F. Spanning Tree mode

IEf#: C. E. F

TR

AnEthernet Port ProfileinSmartZonedefines wired interface behavior and port settings for access points that have multiple Ethernet
ports. These profiles are used to configure connectivity, security, and redundancy on wired links between APs and the upstream
network.

According to theRUCKUS One Online Help - AP Ethernet Port ProfilesandSmartZone 5.x Configuration Guide, the following
parameters are supported:

* Port Speed (A):Defines link negotiation-Auto, 10/100/1000 Mbps, or fixed rate.

* Spanning Tree Mode (D):Controls loop prevention through STP configuration on AP Ethernet ports.

* 802.1X Authentication (E):Enables port-based authentication for secure wired access on AP Ethernet interfaces, commonly used
n hospitality and MDU deployments.

Other listed options-LAG creation(handled via controller-side link aggregation configuration),number of clients(a WLAN-level
setting), and Tunnel Profile selection(handled under WLAN or Zone configuration)- are not part of the Ethernet Port Profile feature.
Thus, the correct answers areA (Port speed),D (Spanning Tree mode), andE (802.1X Authentication).

References:

RUCKUS One Online Help - AP Ethernet Port Profile Configuration

RUCKUS Analytics 3.5 User Guide - Port Configuration and Wired Interface Statistics RUCKUS Al Documrentation - AP
Ethernet and Wired Port Control Features

B #50
‘Which RUCKUS One capability provides centralized visibility of SLA compliance and end-user experience across muiltiple sites?

A. SmartMesh

B. SmartZone Essentials
C. RUCKUS Analytics
D. ZoneDirector

IEf#: C

R

RUCKUS Analytics is a cloud-based network intelligence platform integrated with RUCKUS One that provides service-level
assurance (SLA) and end-user experience visibility across mutltiple sites and networks.

According to the RUCKUS Analytics 3.5 User Guide, it leverages Al-driven baselines and telemetry data from access points and
switches to:

Detect anomalies

Measure Wi-Fi performance against SLAs

Generate detailed client experience reports

SmartZone Essentials handles local management, ZoneDirector is legacy controller software, and SmartMesh is a wireless backhaul
technology-not a management analytics system

Reference:

RUCKUS Analytics 3.5 User Guide - SLA Dashboard and Client Experience Analysis RUCKUS One Online Help - Integration of
Analytics with Cloud Management RUCKUS Al Documentation - End-to-End Service Assurance and Al-driven Insights

HR #51
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