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NEW QUESTION # 13
A dependency has a known vulnerability. What does the warning message include?

A. An easily understandable visualization of dependency change
B. How many projects use these components

C. The security impact of these changes

D. A brief description of the vulnerability

Answer: D

Explanation:

‘When a vulnerability is detected, GitHub shows a warning that includes abrief description of the vulnerability. This typically covers
the name of the CVE (if available), a short summary of the issue, severity level, and potential impact. The message also links to
additional advisory data from the GitHub Advisory Database.

This helps developers understand the context and urgency of the vulnerability before applying the fix.

NEW QUESTION # 14
Assuming security and analysis features are not configured at the repository, organization, or enterprise level, secret scanning is
enabled on:

A. Public repositories

B. All new repositories within your organization
C. Private repositories

D. User-owned private repositories

Answer: A

Explanation:

By default,secret scanning is enabled automatically for all public repositories. For private or internal repositories, secret scanning
nmust be enabled manually unless configured at the organization or enterprise level.

This default behavior helps protect open-source projects without requiring additional configuration.

NEW QUESTION # 15
Secret scanning will scan:

A. Any Git repository.

B. A continuous integration system.
C. The GitHub repository.

D. External services.

Answer: C

Explanation:

Secret scanning is a feature provided by GitHub that scans the contents of your GitHub repositories for known types of secrets, such
as API keys and tokens. It operates within the GitHub environment and does not scan external systems, services, or repositories
outside of GitHub. Its primary fimction is to prevent the accidental exposure of sensitive information within your GitHub- hosted
code.

NEW QUESTION # 16
Which of the following benefits do code scanning, secret scanning, and dependency review provide?

A. Automatically raise pull requests, which reduces your exposure to older versions of dependencies

B. View alerts about dependencies that are known to contain security vulnerabilities

C. Confidentially report security vulnerabilities and privately discuss and fix security vulnerabilities in your repository's code
D. Search for potential security vulnerabilities, detect secrets, and show the full impact of changes to dependencies

Answer: D



Explanation:

These three features provide a complete layer of defense:

* Code scanningidentifies security flaws in your source code

* Secret scanningdetects exposed credentials

* Dependency reviewshows the impact of package changes during a pull request Together, they give developers actionable insight
nto risk and coverage throughout the SDLC.

NEW QUESTION # 17
Which of the following features helps to prioritize secret scanning alerts that present an immediate risk?

A. Secret validation

B. Custom pattern dry runs
C. Non-provider patterns
D. Push protection

Answer: A

Explanation:

Secret validationchecks whether a secret found in your repository is still valid and active with the issuing provider (e.g., AWS,
GitHub, Stripe). Ifa secret is confirmed to be active, the alert ismarked as verified, which means it's considered ahigh-priority
issuebecause it presents an immediate security risk.

This helps teams respond faster tovalid, exploitablesecrets rather than wasting time on expired or fake tokens.
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