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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q52-Q57):

NEW QUESTION # 52
A user has rooted their corporate phone to load unapproved software. Which of the following tools should the company use to
prevent access to the corporate network?

A. Lock screen

B. Mobile device management
C. Geofencing

D. Encryption

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Mobile Device Management (MDM) allows an organization to enforce security policies, such as denying network access to
jailbroken/rooted devices.

Fromthe All-in-One Exam Guide by Travis Everett and Andrew Hutz

"MDM software allows administrators to monitor, manage, and secure mobile devices connected to enterprise networks. One key
feature is the detection and denial of access for rooted or jailbroken devices".

Quentin Docter also confirmns:

"An MDM solution can check if'a device has been rooted and prevent it from accessing the network, ensuring compliance with
corporate security standards".

NEW QUESTION # 53

A small office reported a phishing attack that resulted in a malware infection. A technician is investigating the incident and has verified
the following:

# All endpoints are updated and have the newest EDR signatures.

# Logs confirm that the malware was quarantined by EDR on one system

# The potentially infected machine was reimaged.

‘Which of the following actions should the technician take next?

A. Suggest alternate preventative controls that would include more advanced security software
B. Discuss the cause of the issue and educate the end user about security hygiene

C. Flash the firmware of the router to ensure the integrity of network traffic

D. Install network security tools to prevent downloading infected files from the internet

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

After containment and remediation, one of the final steps in incident response is user education. Since the root cause was a phishing
attack, it is essential to educate users about identifying phishing attempts, safe browsing practices, and how to handle suspicious
commumications. This improves overall security posture and helps prevent future incidents.

A: Installing additional tools may be helpful but is a long-term step.

C: Flashing router firmware is not warranted unless the network hardware is known to be compromised.

D: Suggesting more advanced tools might be excessive given that the EDR successfully contained the incident.

Reference:

CompTIA A+ 220-1102 Objective 2.5: Given a scenario, detect, remove, and prevent malware using appropriate tools and
methods.

Study Guide Section: Incident response and user education after a security event

NEW QUESTION # 54
An imternational traveler is concerned about others accessing the contents of their smartphone if it is lost or stolen. The traveler has
enabled biometrics. Which of the following additional security measures further reduces the risk of unauthorized data access?



A. Remote backups

B. Device encryption

C. Location tracking

D. PIN code screen lock

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Device encryptionensures that even if someone bypasses biometrics or has physical access to the phone, they cannot read the stored
data without the encryption key.

FromQuentin Docter - CompTIA A+ Conmplete Study Guide:

"Encryption is the most effective way to protect data at rest. Even if the device is lost or stolen, encryption ensures the data remains
naccessible without the correct key or passcode."

NEW QUESTION # 55

A technician is attempting to join a workstation to a domain but is receiving an error message stating the domain cannot be found.
However, the technician is able to ping the server and access the internet. Given the following information:

* [P Address - 192.168.1.210

* Subnet Mask - 255.255.255.0

* Gateway - 192.168.1.1

* DNSI - 8.8.8.8

*DNS2-1.1.1.1

* Server - 192.168.1.10

Which of'the following should the technician do to fix the issue?

A. Assign a static IP address.
B. Update the default gateway.
C. Configure a subnet mask.
D. Change the DN settings.

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The issue described-"domain cannot be found" despite the ability to ping the server and access the internet-indicates aDN'S
resolution problem, not a network connectivity issue. The workstation is currently usingpublic DN'S servers (8.8.8.8 and
1.1.1.1)whichcannot resolve internal domain names, such as the ones used in Active Directory environments. To resolve this, the
technician needs tochange the DNS settings to point to the internal DNS server, which in most domain setups is thedomain controller
itself (likely 192.168.1.10 in this case).

Here's the breakdown of the incorrect options:

* B. Assign a static IP address: The IP is already assigned and functioning; the device can ping and reach the network and internet.
* C. Configure a subnet mask: The subnet mask is appropriate for the network range (Class C /24).

* D. Update the default gateway: The gateway is valid and allows internet access; this is not the issue.

CompTIA A+ 220-1102 Core 2 Objective Reference:

Objective 1.8 - Given a scenario, use features and tools of the operating system.,

Under this objective, candidates must know how to troubleshoot OS-based network configurations, including proper DNS settings
in domain environments.

NEW QUESTION # 56

A technician installs VPN client software that has a software bug from the vendor. After the vendor releases an update to the
software, the technician attempts to reinstall the software but keeps getting an error message that the network adapter for the VPN
already exists. Which of the following should the technician do next to mitigate this issue?

A. Run the latest OS security updates.

B. Delete hidden network adapters.

C. Update the network adapter's firmware.

D. Map the network adapter to the new software.



Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

VPN clients often create virtual network adapters. If the software wasn't uninstalled properly or crashed during install, lefiover (often
hidden) virtual adapters can prevent reinstallation. The proper solution is to delete hidden network adapters using Device Manager
(with "Show hidden devices" enabled).

A: OS updates won't fix a leftover driver or adapter issue.

B: Mapping an adapter to the software is not a standard or viable solution.

C: Firmware updates apply to physical adapters, not virtual VPN adapters.

Reference:

CompTIA A+ 220-1102 Objective 3.1: Troubleshoot common Windows OS and network issues.

Study Guide Section: Troubleshooting network adapter conflicts and VPN client errors

NEW QUESTION # 57
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