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558 (Q105-Q110):

R #105
The behavior profile of employees who are involved in bribery schemes may include:

A. Drug and/or alcohol addiction
B. All of the above

C. Extravagant lifestyle

D. Gambling habit

F
R

: B

E M #106
Which of the following is NOT a method of identity theft prevention recommended for businesses?

A. Collect customers' government identification numbers only when legally required to do so.

B. Restrict employees' access to customers' personal information.

C. Use encryption to protect information sent internally through the company's wireless network.
D. Require employees to use laptops rather than desktop computers.

IEfE: D

HA #107
Which of the following is NOT a distinguishing characteristic of a Ponzi scheme?

A. Participants are paid based on the number of new investors that they recruit.

B. Promoters of Ponzi schemes engage in minimal amounts of valid commerce or investments.
C. Promoters of Ponzi schemes promise investors uncommonly high returns.

D. Participants believe that they are making a legitimate investiment.

EfE: A

A -

Detailed Explanation:

* Rationale for Correct Answer:Ponzi schemes differ from pyramid schemes. In Ponzi schemes, investors are paid returns from
funds contributed by later investors, not based on recruiting new investors. Recruiting-based payouts are a characteristic of pyramid
schemes, not Ponzi schemes.

* Analysis of Incorrect Options:

* A. Legitimate investment belief - True; victinms believe the investment is genuine.

* B. High returns promised - Classic Ponzi halimark.

* D. Minimal valid commerce - Ponzi promoters often fake or exaggerate legitimate investments.

* Key Concept: Difference between Ponzi schemes and pyramid schemes.

Reference: ACFE Fraud Examiners Manual (2020), Financial Transactions: Ponzi Schemes.

M #108
Which of the following is NOT a measure that is commonly taken by fraudsters during account takeover schemes?

A. Obtaining email addresses and other account log-in information by sending phishing enmails

B. Using log-in credentials that have been stolen from one account to attempt to gain access to other payment accounts

C. Placing orders for products or transferring finds from the overtaken accounts

D. Ensuring that the contact information for the overtaken account remains the same to avoid alerting the true account holder

Ef#: D

A
Detailed Explanation:



* Rationale for Correct Answer: Fraudsters typically change the contact information (e.g., phone number, email) to prevent the true
account holder fromreceiving alerts about suspicious activity.

Leaving the contact information unchanged would risk detection. Thus, option B is NOT a common fraudster tactic.

* Analysis of Incorrect Options:

* A - True; fraudsters steal finds or make purchases.

* C - True; known as "credential stuffing or account chaining.

* D - True; phishing is a primary way to obtain credentials.

* Key Concept: Cyber-enabled fraud - account takeover schemes.

Reference: ACFE Manual, Fraud Prevention and Deterrence - Account Takeover Fraud.

H #109
Occupational fraud and abuse is a (an) of doing business, in much the same way that we pay expenses for electricity,
taxes, and wages.

A. Equity

B. Expense

C. Fmancial record
D. Balance sheet

Ef#: B

A -

Detailed Explanation:

* Rationale for Correct Answer:The ACFE describes occupational fraud and abuse as an expense of doing business because
organizations inevitably face losses from it, just as they incur other operating costs. This framing emphasizes the importance of
prevention and detection to minimize this "expense."

* Analysis of Incorrect Options:

* A. Equity - Residual ownership interest, not relevant here.

* B. Balance sheet - A report, not a cost.

* D. Financial record - Too vague.

* Key Concept:Occupational Fraud as a Cost of Business.

Reference:ACFE Fraud Examiners Manual (2020 International Edition), Fraud Theory - Fraud as a Cost of Doing Business.
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