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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q345-Q350):
NEW QUESTION # 345 
A cybersecurity team has witnessed numerous vulnerability events recently that have affected operating systems. The team decides
to implement host-based IPS, firewalls, and two-factor authentication. Which of the following does this most likely describe?

A. Secure access service edge
B. System hardening
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C. Hybrid network architecture
D. Continuous authorization

Answer: B

Explanation:
Explanation
The correct answer is A. System hardening.
System hardening is the process of securing a system by reducing its attack surface, applying patches and updates, configuring
security settings, and implementing security controls. System hardening can help prevent or mitigate vulnerability events that may
affect operating systems. Host-based IPS, firewalls, and two-factor authentication are examples of security controls that can be
applied to harden a system1.
The other options are not the best descriptions of the scenario. A hybrid network architecture (B) is a network design that combines
on-premises and cloud-based resources, which may or may not involve system hardening. Continuous authorization is a security
approach that monitors and validates the security posture of a system on an ongoing basis, which is different from system hardening.
Secure access service edge (D) is a network architecture that delivers cloud-based security services to remote users and devices,
which is also different from system hardening.

NEW QUESTION # 346 
Which of the following best describes the reporting metric that should be utilized when measuring the degree to which a system,
application, or user base is affected by an uptime availability outage?

A. Scope
B. Impact
C. Evidence
D. Timeline

Answer: B

Explanation:
The correct answer is C. Impact.
The impact metric is the best way to measure the degree to which a system, application, or user base is affected by an uptime
availability outage. The impact metric quantifies the consequences of the outage in terms of lost revenue, productivity, reputation,
customer satisfaction, or other relevant factors. The impact metric can help prioritize the recovery efforts and justify the resources
needed to restore the service1.
The other options are not the best ways to measure the degree to which a system, application, or user base is affected by an uptime
availability outage. The timeline metric (A) measures the duration and frequency of the outage, but not its effects. The evidence
metric (B) measures the sources and types of data that can be used to investigate and analyze the outage, but not its effects. The
scope metric (D) measures the extent and severity of the outage, but not its effects.

NEW QUESTION # 347 
A vulnerability management team is unable to patch all vulnerabilities found during their weekly scans. Using the third-party scoring
system described below, the team patches the most urgent vulnerabilities:
Additionally, the vulnerability management team feels that the metrics Smear and Channing are less important than the others, so
these will be lower in priority. Which of the following vulnerabilities should be patched first, given the above third-party scoring
system?

A. PBleach:Cobain: YesGrohl: NoNovo: NoSmear: NoChanning: Yes
B. InLoud:Cobain: YesGrohl: NoNovo: YesSmear: YesChanning: No
C. ENameless:Cobain: YesGrohl: NoNovo: YesSmear: NoChanning: No
D. TSpirit:Cobain: YesGrohl: YesNovo: YesSmear: NoChanning: No

Answer: D

Explanation:
The vulnerability that should be patched first, given the above third-party scoring system, is:
TSpirit: Cobain: Yes Grohl: Yes Novo: Yes Smear: No Channing: No
This vulnerability has three out of five metrics marked as Yes, which indicates a high severity level. The metrics Cobain, Grohl, and
Novo are more important than Smear and Channing, according to the vulnerability management team. Therefore, this vulnerability



poses a greater risk than the other vulnerabilities and should be patched first.

NEW QUESTION # 348 
During a training exercise, a security analyst must determine the vulnerabilities to prioritize. The analyst reviews the following
vulnerability scan output:
Which of the following issues should the analyst address first?

A. less command allows for escape exploit via terminal
B. Microsoft Defender security definition updates disabled
C. Allows anonymous read access to /etc/passwd
D. Allows anonymous read access via any FTP connection

Answer: C

Explanation:
Allowing anonymous read access to /etc/passwd is a critical vulnerability because it can expose user account details, aiding attackers
in password cracking and privilege escalation.
Option B (Anonymous FTP access) is a risk, but /etc/passwd exposure is more critical as it directly affects user authentication.
Option C (Defender updates disabled) is important, but it does not present an immediate attack vector like credential exposure.
Option D (less escape exploit) is significant, but it requires user interaction, making it less immediate than a global credential leak.
Thus, A is the correct answer, as it represents an immediate, high-impact security risk.

NEW QUESTION # 349 
A security analyst reviews a packet capture and identifies the following output as anomalous:
Which of the following activities explains the output?

A. Nmap Xmas scan
B. Nikto's web scan
C. Socat's proxying traffic using the urgent flag
D. Angry IP Scanner output

Answer: A

Explanation:
The flags shown in the packet capture are [FPU] (FIN, PSH, URG), which is characteristic of a Nmap Xmas scan. This type of
scan is used for stealth reconnaissance by sending packets with unusual flag combinations to identify open ports based on target
responses or lack thereof.

NEW QUESTION # 350
......
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