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ISC Certified in Cybersecurity (CC) Sample Questions (Q277-Q282):
NEW QUESTION # 277 
What is the primary goal of input validation?

A. Encrypt data
B. Prevent code injection attacks
C. Prevent unauthorized access
D. Secure storage

Answer: B

Explanation:
Input validation ensures user inputs are sanitized and conform to expected formats, preventing injection attacks such as SQL
injection and command injection.

NEW QUESTION # 278 
An employee launched a privilege escalation attack to gain root access on one of the organization's database servers. The employee
has an authorized user account on the server. What log file would MOST likely contain relevant information?

A. Firewall log
B. Operating system log
C. Database application log
D. IDS log

Answer: B

Explanation:
Operating system logs are the most relevant source of information for detecting and investigating privilege escalation attacks. These
logs record authentication events, privilege changes, process executions, and system- level actions.
Because the attacker already had authorized access, firewall and IDS logs may show little or no suspicious activity. Database logs
focus on database-level operations, not OS privilege changes.
OS logs provide the best visibility into actions such as sudo usage, kernel exploits, and unauthorized permission changes. They are
essential for forensic analysis and incident response involving insider threats.

NEW QUESTION # 279 
What is the most important aspect of security awareness/training?

A. Maximizing business capabilities
B. Ensuring the confidentiality of data
C. Protecting health and human safety
D. Protecting assets

Answer: C

NEW QUESTION # 280 
Which one of the following cryptographic algorithms does NOT depend upon the prime factorization problem?

A. ECC - Elliptic Curve Cryptosystem
B. RSA - Rivest-Shamir-Adleman
C. PGP - Pretty Good Privacy
D. GPG - GNU Privacy Guard

Answer: A

Explanation:



Elliptic Curve Cryptography (ECC) does not rely on the prime factorization problem. Instead, ECC is based on the mathematical
difficulty of solving elliptic curve discrete logarithm problems.
RSA relies directly on the difficulty of factoring large prime numbers. GPG and PGP are encryption tools and standards that may use
RSA or other algorithms internally.
ECC provides equivalent security with much smaller key sizes, making it efficient for mobile devices, embedded systems, and
environments with limited processing power.
Modern security standards increasingly recommend ECC due to its performance and strong security properties.

NEW QUESTION # 281 
A set of instructions to help IT staff detect, respond to, and recover from network security incidents?

A. BCP
B. IRP
C. None
D. DRP

Answer: B

NEW QUESTION # 282
......
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