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ISC2 Certified In Cybersecurity (CC) Practice Exam
Questions & Answers Solved 100% Correct!!

A vendor zelis a particular operating system (O8). In order to deploy the OS securaly on
different platiommas, the vendor publishes several ssts of Instructicns on how o install it
depending on which platform the customer ks using. This is an example of
A Law

B. Procedure

C. S1andard

D. Policy  (correct answer) E. Procedure

The city of Grampon wanis fo know where all its public wehicles (garbage trucks, police
cars, elc.) are al all times, 8o the city has GPS transmiters installed in all the wehicles.
What kind of control is this?

A Administrative

B, Emtrenchad

C. Physécal

D. Tachmical  {cofrect answer) D. Technical

Tritfid Corporation has a rule that all employees working with sensitive hardcopy
documents mus! pul the documents into a safe at the end of the workday, wherna they
are locked up untll the following workday. What kind of control is the process of putting
the documents inlo the sate?

A, Administrative

B. Tangential

C. Piysical

D. Technical  (correct answer) A Adminisiradive

Grampon municipal code requires that all companies thal operale within city imits will
have a set of processes to ensure employees are sale while working with hazardous
materials. Trtfid Corporation creales a chechiist of activitlies employees mast lolfow
while working with hazardous materials insde Grampon city imiis. The municipal code
sa . and the Trithd checklistis a

A. Law, procedura

B. Standard, law

C. Law, standard

D. Policy, standard

E. Poficy, low  (correct answer) A, Law, procedura

Which of the following i3 an example of a “someathing you krow® authentication factor?
A User 1D

B. Password

C. Fingerprint

D. lris scan  (comect answer) B. Password
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ISC Certified in Cybersecurity (CC) Sample Questions (Q277-Q282):

NEW QUESTION # 277
What is the primary goal of mput validation?

A. Encrypt data

B. Prevent code injection attacks
C. Prevent unauthorized access
D. Secure storage

Answer: B

Explanation:
Input validation ensures user inputs are sanitized and conformto expected formats, preventing injection attacks such as SQL
mjection and command injection.

NEW QUESTION # 278
An employee launched a privilege escalation attack to gain root access on one of the organization's database servers. The employee
has an authorized user account on the server. What log file would MOST likely contain relevant information?

A. Firewall log

B. Operating system log

C. Database application log
D. IDS log

Answer: B

Explanation:

Operating system logs are the most relevant source of information for detecting and investigating privilege escalation attacks. These
logs record authentication events, privilege changes, process executions, and system- level actions.

Because the attacker already had authorized access, firewall and IDS logs may show little or no suspicious activity. Database logs

focus on database-level operations, not OS privilege changes.

OS logs provide the best visibility into actions such as sudo usage, kernel exploits, and unauthorized permission changes. They are

essential for forensic analysis and incident response involving insider threats.

NEW QUESTION # 279
What is the most important aspect of security awareness/training?

A. Maximizing business capabilities
B. Ensuring the confidentiality of data
C. Protecting health and human safety
D. Protecting assets

Answer: C

NEW QUESTION # 280
‘Which one of the following cryptographic algorithims does NOT depend upon the prime factorization problem?

A. ECC - Elliptic Curve Cryptosystem
B. RSA - Rivest-Shamir- Adleman

C. PGP - Pretty Good Privacy

D. GPG - GNU Privacy Guard

Answer: A

Explanation:



Elliptic Curve Cryptography (ECC) does not rely on the prime factorization problem Instead, ECC is based on the mathematical
difficulty of solving elliptic curve discrete logarithm problemns.

RSA relies directly on the difficulty of factoring large prime numbers. GPG and PGP are encryption tools and standards that may use
RSA or other algorithis internally.

ECC provides equivalent security with much smaller key sizes, making it efficient for mobile devices, embedded systens, and
environments with limited processing power.

Modem security standards increasingly recommend ECC due to its performance and strong security properties.

NEW QUESTION # 281
A set of instructions to help IT staff detect, respond to, and recover from network security incidents?

A. BCP
B. IRP

C. None
D. DRP

Answer: B

NEW QUESTION # 282
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