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Amazon AWS Certified CloudOps Engineer - Associate Sample Questions
(Q83-Q88):

NEW QUESTION # 83

An Amazon EC2 instance is running an application that uses Amazon Simple Queue Service (Amazon SQS) queues. A CloudOps
engineer must ensure that the application can read write, and delete messages from the SQS queues.

‘Which solution will meet these requirements in the MOST secure manner?

¢ A Create an IAM user with an IAM policy that allows the sqs:SendMessage permission, the sqsReceiveMessage
permission, and the sgs:DeleteMessage permission to the appropriate queues. Embed the IAM user's credentials in the
application's configuration.

¢ B. Create an IAM user with an IAM policy that allows the sqs:SendMessage permission, the sqs:ReceiveMessage
permission, and the sgs:DeleteMessage permission to the appropriate queues. Export the JAM user’s access key and secret
access key as environment variables on the EC2 instance.

e C. Create and associate an [AM role that allows EC2 mstances to call AWS services. Attach an IAM policy to the role that
allows sqs:* permissions to the appropriate queues.

¢ D. Create and associate an IAM role that allows EC2 instances to call AWS services. Attach an [AM policy to the role that
allows the sqs:SendMessage permission, the sqs:ReceiveMessage permission, and the sqs:DeleteMessage permission to the
appropriate queues.

Answer: D

Explanation:

The most secure approach is to use an IAM role for EC2 (no long-lived credentials) and grant only the specific SQS actions needed
(send, receive, delete) on the required queues. The instance automatically receives temporary credentials via the role, enforcing least
privilege and avoiding hard-coded or environment-stored access keys.

NEW QUESTION # 84

A company has a critical serverless application that uses multiple AWS Lambda finctions. Each Lambda finction generates 1 GB of
log data daily in its own Amazon CloudWatch Logs log group. The company's security team asks for a count of application errors,
grouped by type, across all of the log groups.

What should a CloudOps engineer do to meet this requirement?

A. Performa CloudWatch Logs search that uses the groupby keyword and count finction.

B. Performa CloudWatch Logs Insights query that uses the stats command and count function.
C. Perform an Amazon RDS query that uses the SELECT and GROUP BY keywords.

D. Perform an Amazon Athena query that uses the SELECT and GROUP BV keywords.

Answer: B

Explanation:

CloudWatch Logs Insights is purpose-built for querying and aggregating log data across multiple log groups. Using the stats
command with the count() fimction allows the CloudOps engineer to efficiently group and count specific error types from all Lambda
log groups in one query, providing an aggregated view of application errors with minimal effort and without data export or external
tools.

NEW QUESTION # 85

A company runs custom statistical analysis software on a cluster of Amazon EC2 instances. The software is highly sensitive to
network latency between nodes, although network throughput is not a limitation.

‘Which solution will minimize network latency?

e A Place all the EC2 instances into a cluster placement group.
e B. Place all the EC2 instances into a spread placement group in the same AWS Region.
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¢ C. Configure jumbo frames on all the EC2 instances in the cluster.
¢ D. Configure and assign two Elastic IP addresses for each EC2 instance.

Answer: A

Explanation:

The AWS Cloud Operations and Compute documentation explains that placement groups control how EC2 instances are physically
arranged within AWS data centers to optimize network performance.

Cluster placement groups place instances physically close together within a single Availability Zone, connected through high-
bandwidth, low-latency networking (ideal for tightly coupled, HPC, or distributed workloads).

Spread placement groups distribute instances across distinct racks or Availability Zones for fault tolerance, increasing latency.
Partition placement groups separate instances into partitions for isolation, not latency reduction.

Therefore, to minimize latency for workloads such as computational clusters, the CloudOps engineer should use a cluster placement
group. This placement ensures single-digit microsecond latency and enhanced packet rate performance between instances.

Elastic IPs (Option B) do not influence internal networking. Jumbo frames (Option C) can marginally improve throughput but do not
reduce propagation latency. Spread placement (Option D) increases distance, worsening latency.

Hence, Option A -- using a cluster placement group -- delivers the lowest possible network latency and is AWS's best-practice
design for HPC-style clusters.

NEW QUESTION # 86

A CloudOps engineer is maintaining a web application using an Amazon CloudFront web distribution, an Application Load Balancer
(ALB), Amazon RDS, and Amazon EC2 ina VPC. All services have logging enabled. The CloudOps engineer needs to investigate
HTTP Layer 7 status codes from the web application.

Which log sources contain the status codes? (Choose two.)

A. RDS logs

B. VPC Flow Logs

C. AWS CloudTrail logs
D. ALB access logs

E. CloudFront access logs

Answer: D,E

Explanation:

ALB access logs include detailed HTTP Layer 7 information such as request paths, user agents, and status codes returned by the
application.

CloudFront access logs record all viewer requests served through CloudFront distributions, including HTTP status codes (2xx, 4xx,
5xX).

These two log sources together provide complete visibility into HTTP status code behavior from both the edge (CloudFront) and
origin (ALB) layers, allowing the CloudOps engineer to investigate web application performance and errors effectively.

NEW QUESTION # 87

A company hosts a static website in an Amazon S3 bucket, accessed globally via Amazon CloudFront.

The Cache-Control max-age header is set to 1 hour, and Maximum TTL is set to 5 minutes. The CloudOps engineer observes that
CloudFront is not caching objects for the expected duration.

What is the reason for this issue?

A. The Expires header has been set to 3 hours.

B. Cached assets are not expiring in the edge location.

C. Cache-duration settings conflict with each other.

D. Cache mvalidation is missing in the CloudFront configuration.

Answer: C

Explanation:

As per the AWS Cloud Operations and Content Delivery documentation, CloudFront determines cache behavior by evaluating both
origin headers (e.g,, Cache-Control and Expires) and distribution- level TTL settings.

‘When Cache-Control max-age conflicts with the Maximum TTL configured in CloudFront, the shorter TTL value takes precedence.
This results in CloudFront caching content for only 5 minutes instead of 1 hour, despite the origin headers suggesting a longer



duration.

AWS documentation explicitly states: "When both origin cache headers and CloudFront TTL settings are defined, CloudFront uses
the most restrictive caching period." This mismatch causes the perceived performance drop, as CloudFront frequently revalidates
content.

Therefore, Option D is correct -- cache-duration settings conflict with each other, leading to unexpected caching behavior.

NEW QUESTION # 88
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