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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1318-Q1323):

NEW QUESTION # 1318
‘Which Web Services Security (WS-Security) specification maintains a single authenticated identity across multiple dissimilar
environments? Click on the correct specification in the image below.

Answer:

Explanation:

Explanation

WS-Federation

Reference: Java Web Services: Up and Running” By Martin Kalin page 228

NEW QUESTION #1319
Which of the following events prompts a review of the disaster recovery plan (DRP)?

¢ A. Organizational merger
¢ B. New members added to the steering committee
e C. Change in senior managemment


https://drive.google.com/open?id=1sUKtX5ENeLuR7Cki5cs3cwJZqqDlQBDb
https://www.prepawaypdf.com/ISC/CISSP-practice-exam-dumps.html
https://www.troytecdumps.com/CISSP-troytec-exam-dumps.html
https://www.testkingfree.com/ISC/CISSP-practice-exam-dumps.html
https://www.prep4sures.top/CISSP-exam-dumps-torrent.html

¢ D. Conpletion of the security policy review

Answer: A

NEW QUESTION # 1320
Which of the following will accomplish Multi-Factor Authentication (MFA)?

A. Issuing a smart card with a user-selected Personal Identification Number (PIN)
B. Performing a palm and retinal scan

C. Issuing a smart card and a One Time Password (OTP) token

D. Requiring users to enter a Personal Identification Number (PIN) and a password

Answer: C

Explanation:

Multi-Factor Authentication (MFA) requires two or more different types of factors from the following categories:

1. Something you know (e.g., password, PIN)

2. Something you have (e.g., smart card, OTP token)

3. Something you are (e.g,, fingerprint, retinal scan)

Option D uses two different factors:

Smart card (something you have)

OTP token (something you have, but typically delivered securely and used in combination with something you know) Most
implementations combine this with a PIN or password, but the key is using different factor types, not just multiple instances of the
same type.

NEW QUESTION # 1321
In the area of disaster planning and recovery, what strategy entails the presentation of information about the plan?

A. Planning

B. Comnmunication
C. Recovery

D. Escalation

Answer: B

Explanation:

Communication is the strategy that involves the presentation of information about the disaster recovery plan to the stakeholders, such
as management, employees, customers, vendors, and regulators. Communication ensures that everyone is aware of their roles and
responsibilities in the event of a disaster, and that the plan is updated and tested regularly12. References: 1: CISSP Allkin-One Exam
Guide, Eighth Edition, Chapter 10, page 10192: CISSP For Dummies, 7th Edition, Chapter 10, page 343.

NEW QUESTION # 1322
Which task below would normally be a function of the security administrator, not the system administrator?

A. Adding and removing system users
B. Reviewing audit data

C. Managing print queues

D. Installing system software

Answer: B
Explanation:

Reviewing audit data should be a function
separate from the day-to-day administration of the system

NEW QUESTION # 1323
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