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QUESTION
A company & concerned about the security of it network and wants o implement a

control that will allow only peeapproved software to mun on s endpoants. Which
contro] shoubd the company implement to achieve this poal?
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QUESTION

A company B concemed about the potential ks associated with unauthorized access
e aks ¢loud frastructure, The company has decided 10 implemend secunty coatrols bo
mutigite the nsk. Which actaens can emsure the micgnty and suthenticity of the clowl
mlrastruciure and applicalion?
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QUESTION

A company 5 looking o protect sensilive dat stored on s storage devices and ensure
that this data &5 secure from unoothorized sccess. The company s Jooking for a
solution that provides o high level of securty and protection for s data. Which
security technology will protect semsitive data stored on the company’s storage devices
by mmomatically iniisting security procedures as they are written o the device?
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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q75-Q80):

NEW QUESTION # 75
Which item is an input device?

A.CD

B. Printer

C. Flash Drive
D. Scanner

Answer: D

Explanation:

* An nput device is any hardware component that allows a user to enter data into a computer.

* A scanner is an input device that converts physical documents mto digital format.

* The other options:

* Printer is an output device.

* Flash drive is a storage device.

* CD can be both storage and media for input/output depending on the context but is not primarily used for direct data nput.
* Therefore, a scanner is the correct answer for an input device.

References:

* "Introduction to Computer Science" by ITL Education Solutions Limited, which discusses input and output devices.
* "Digital Fundamentals" by Thomas L. Floyd, which includes mformation on various peripherals.

NEW QUESTION # 76

An e-learning company uses Amazon Simple Storage Service (Amazon S3) to store e-books and video files that are served to
customers through a custom application. The company has realized that someone has been stealing its intellectual property.
Which threat actor is most likely in this scenario?

A. Advanced persistent threat
B. Novice hacker

C. Hacktivist

D. Competitor

Answer: D

Explanation:

The correct answer is C - Conpetitor.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), conmpetitors often attempt to steal intellectual
property to gain a business advantage. Given the theft of valuable business assets (e-books and videos), the most likely actor is a
competitor motivated by financial or market advantage, not ideology or random hacking,

An APT (A) is usually nation-state-sponsored and targets critical infrastructure. A novice hacker (B) might deface or cause damage
but is less likely focused on IP theft. Hacktivists (D) are politically motivated, not financially.

Reference Extract fiom Study Guide:

"Competitors may engage in cyber espionage to steal intellectual property and gain market advantage, representing a significant
threat to business assets."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Threat Actor Categories


https://www.vceengine.com/Cybersecurity-Architecture-and-Engineering-vce-test-engine.html

NEW QUESTION # 77
How are IT and globalization related?

A. IT allows businesses to create a global common gateway interface (CGI).
B. IT allows businesses to create tax havens for global companies.

C. IT allows businesses to reach global HIPAA compliance.

D. IT allows businesses to have a global reach.

Answer: D

Explanation:

Information Technology (IT) has revolutionized the way businesses operate, enabling themto reach global markets and audiences.
IT facilitates communication, data exchange, and operational efficiency across borders, allowing companies to manage global
operations and engage with international customers seamlessly.

This global reach is a critical aspect of modern business strategies, driven by advancements in IT infrastructure and services.

NEW QUESTION # 78
What is the vocabulary and set of rules for instructing a computer to perform certain tasks?

A. Low-level language

B. Translator language

C. Programming language
D. Machine language

Answer: C

Explanation:

A programming language is a formal language comprising a set of nstructions that produce various kinds of output. Programming
languages are used in computer programming to implement algorithims and manipulate data. They provide the vocabulary and
grammatical rules for instructing a computer to perform specific tasks, allowing developers to write software programs that can be
executed by a computer.

NEW QUESTION # 79
A company with a hybrid cloud deployment needs to identify all possible threat types that could impact production systems.
Which threat hunting technique should be used to identify potential attacks that have already occurred?

A. Social engineering
B. Log analysis

C. Penetration testing
D. Honeypots

Answer: B

Explanation:

The correct answer is B - Log analysis.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488) curriculum, log analysis is critical for retrospective
threat hunting - reviewing system, network, and application logs to identify signs of compromise or unauthorized activities that might
have gone unnoticed in real-time. This technique helps uncover attacks that have already occurred in hybrid or cloud environments.
Honeypots (A) are proactive traps to detect future attacks. Social engineering (C) mvolves manipulating people, not hunting threats.
Penetration testing (D) is used to find vulnerabilities, not to review past incidents.

Reference Extract from Study Guide:

"Threat hunting through log analysis nvolves systematically reviewing collected logs to uncover evidence of past or ongoing
compromises, enabling organizations to identify and respond to threats that may have bypassed preventive controls."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Threat Detection and Hunting Concepts Of course!

Here are the verified and properly formatted answers for your next set of questions, strictly following your instructions and the WGU
Cybersecurity Architecture and Engineering (KFO1 / D488) official course materials:

NEW QUESTION # 80
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