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(Q96-Q101):

NEW QUESTION # 96

A company has an on-premises data center that is running out of storage capacity. The company wants to migrate its storage
infrastructure to AWS while minimizing bandwidth costs. The solution must allow for immediate retrieval of data at no additional
Cost.

How can these requirements be met?
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A. Deploy Amazon S3 Glacier Vault and enable expedited retrieval. Enable provisioned retrieval capacity for the workload.
B. Deploy AWS Direct Connect to connect with the on-premises data center. Configure AWS Storage Gateway to store
data locally. Use Storage Gateway to asynchronously back up point-in-time snapshots of the data to Amazon S3.

C. Deploy AWS Storage Gateway using stored volumes to store data locally. Use Storage Gateway to asynchronously back
up point-in-time snapshots of the data to Amazon S3.

D. Deploy AWS Storage Gateway using cached volumes. Use Storage Gateway to store data in Amazon S3 while retaining
copies of frequently accessed data subsets locally.

Answer: D

Explanation:

The solution that will meet the requirements is to deploy AWS Storage Gateway using cached volumes and use Storage Gateway to
store data in Amazon S3 while retaining copies of frequently accessed data subsets locally. This solution will allow the company to
migrate its storage infrastructure to AWS while minimizing bandwidth costs, as it will only transfer data that is not cached locally. The
solution will also allow for immediate retrieval of data at no additional cost, as the cached volumes will provide low-latency access to
the most recently used data. The data stored in Amazon S3 will be durable, scalable, and secure.

The other solutions are not as effective as the first one because they either do not meet the requirements or introduce additional costs
or complexity. Deploying Amazon S3 Glacier Vault and enabling expedited retrieval will not meet the requirements, as it will incur
additional costs for both storage and retrieval. Amazon S3 Glacier is a low-cost storage service for data archiving and backup, but it
has longer retrieval times than Amazon S3. Expedited retrieval is a feature that allows faster access to data, but it charges a higher
fee per GB retrieved. Provisioned retrieval capacity is a feature that reserves dedicated capacity for expedited retrievals, but it also
charges a monthly fee per provisioned capacity unit. Deploying AWS Storage Gateway using stored volurmes to store data locally
and use Storage Gateway to asynchronously back up point-in-time snapshots of the data to Amazon S3 will not meet the
requiremments, as it will not migrate the storage nfrastructure to AWS, but only create backups. Stored volumes are volumes that
store the primary data locally and back up snapshots to Amazon S3. This solution will not reduce the storage capacity needed on-
premises, nor will it leverage the benefits of cloud storage. Deploying AWS Direct Connect to connect with the on-premises data
center and configuring AWS Storage Gateway to store data locally and use Storage Gateway to asynchronously back up point-in-
time snapshots of the data to Amazon S3 will not meet the requirements, as it will also not migrate the storage infrastructure to
AWS, but only create backups. AWS Direct Connect is a service that establishes a dedicated network connection between the on-
premises data center and AWS, which can reduce network costs and increase bandwidth. However, this solution will also not
reduce the storage capacity needed on-premises, nor will it leverage the benefits of cloud storage.

References:

AWS Storage Gateway

Cached volumes - AWS Storage Gateway

Amazon S3 Glacier

Retrieving archives from Amazon S3 Glacier vaults - Amazon Simple Storage Service Stored volumes - AWS Storage Gateway
AWS Direct Connect

NEW QUESTION # 97

A company has separate AWS accounts for its finance, data analytics, and development departments. Because of costs and security
concerns, the company wants to control which services each AWS account can use Which solution will meet these requirements
with the LEAST operational overhead?

e A Create organization units (OUs) for each department in AWS Organizations. Attach service control policies (SCPs) to the
OUs.

¢ B. Use AWS CloudFormation to automatically provision only the AWS services that each department can use.

e C. Setup a list of products in AWS Service Catalog in the AWS accounts to manage and control the usage of specific AWS
services

e D. Use AWS Systems Manager templates to control which AWS services each department can use

Answer: A

Explanation:

AWS Organizations: AWS Organizations allows you to create multiple AWS accounts and manage them centrally. You can
organize accounts into organizational units (OUs) and apply policies to these units.

Organizational Units (OUs):

Create separate OUs for each department: finance, data analytics, and development.

Place the respective AWS accounts for each department into their corresponding OUs.

Service Control Policies (SCPs):

SCPs are policies that can restrict which AWS services and actions are available to accounts in an OU.



Create SCPs to define which services each department can use and attach these policies to the appropriate OUs.

SCPs apply to all IAM users, groups, and roles within the accounts in the OU, providing centralized control over service usage.
Operational Efficiency: Using AWS Organizations and SCPs provides a scalable and centralized way to manage permissions across
multiple accounts with mnimal operational overhead.

References:

AWS Organizations

Service Control Policies

NEW QUESTION # 98

A company uses Amazon RDS for PostgreSQL databases for its data tier. The company must implement password rotation for the
databases.

‘Which solution meets this requirement with the LEAST operational overhead?

¢ A. Store the password in AWS Systems Manager Parameter Store. Write an AWS Lambda function that rotates the
password.

¢ B. Store the password in AWS Secrets Manager. Enable automatic rotation on the secret.

¢ C. Store the password in AWS Key Management Service (AWS KMS). Enable automatic rotation on the AWS KMS key.

e D. Store the password in AWS Systenns Manager Parameter Store. Enable automatic rotation on the parameter.

Answer: B

Explanation:

AWS Secrets Manager is the recommended service for managing and automatically rotating database credentials. It integrates
natively with Amazon RDS (including PostgreSQL), supports built-in rotation fnctionality, and requires minimal setup.

Secrets Manager also supports versioning and auditing, which enhances operational excellence and security. Parameter Store does
not natively support credential rotation. AWS KMS manages key encryption-not application secrets-so it is not applicable here.

NEW QUESTION # 99

A developer is creating an ecommerce workflow in an AWS Step Functions state machine that includes an HTTP Task state. The
task passes shipping information and order details to an endpoint.

The developer needs to test the workflow to confirm that the HTTP headers and body are correct and that the responses meet
expectations.

Which solution will meet these requirements?

A. Change the log level of the state machine to ALL. Run the state machine.

B. Use the data flow simulator to invoke only the HTTP Task. View the request and response data.
C. Use the TestState API to nvoke the state machine. Set the inspection level to DEBUG.

D. Use the TestState API to invoke only the HTTP Task. Set the inspection level to TRACE.

Answer: A

Explanation:

* State Machine Testing with Logs:

* Changing the log level to ALL enables capturing detailed request and response data. This helps verify HTTP headers, body, and
responses.

* Incorrect Options Analysis:

* Option A and B: The TestState API is not a valid option for Step Functions.

* Option C: A data flow simulator does not exist for AWS Step Functions.

References:

* Step Functions Logging and Monitoring

NEW QUESTION # 100

A company collects data for temperature, humidity, and atmospheric pressure in cities across muiltiple continents. The average
volume of data that the company collects from each site daily is 500 GB. Each site has a high-speed internet connection.

The company wants to aggregate the data from all these global sites as quickly as possible in a single Amazon S3 bucket. The
solution must minimize operational complexity.

Which solution meets these requirements?



A. Upload the data from each site to an S3 bucket in the closest Region. Use S3 Cross-Region Replication to copy objects
to the destination S3 bucket. Then remove the data from the origin S3 bucket.

B. Schedule AWS Snowball Edge Storage Optimized device jobs daily to transfer data from each site to the closest Region.
Use S3 Cross-Region Replication to copy objects to the destination S3 bucket.

C. Turn on S3 Transfer Acceleration on the destination S3 bucket. Use multipart uploads to directly upload site data to the
destination S3 bucket.

D. Upload the data from each site to an Amazon EC2 instance in the closest Region. Store the data in an Amazon Elastic
Block Store (Amazon EBS) volume. At regular intervals, take an EBS snapshot and copy it to the Region that contains the
destination S3 bucket. Restore the EBS volume in that Region.

Answer: C

Explanation:

Comprehensive and Detailed Step-by-Step

The goal is totransfer 500 GB dailyfrom multiple global locationsquicklyintoa single S3 bucketwhile keeping operational complexity
low.

Option A:[]

Turn on S3 Transfer Acceleration on the destination S3 bucket. Use multipart uploads to directly upload site data to the destination
S3 bucket.

S3 Transfer Acceleration (S3-TA)allowsfasterglobal uploads by routing traffic throughAmazon CloudFront's globally distributed
edge locations.

Multipart uploadsimprove efficiency bybreaking large filesinto smaller parts, transferring them in parallel

Low operational complexity: No need for additional resources or manual replication.

Why is this best?It ensureshigh-speed transferswhilemmimizing complexity.

Reference:

Option B:[]

Upload the data from each site to an S3 bucket in the closest Region. Use S3 Cross-Region Replication to copy objects to the
destination S3 bucket. Then remove the data from the origin S3 bucket.

While S3 Cross-Region Replication (CRR) can copy objects, itadds latencydue tosequential replicationrather than a
directfasttransfer.

Why not?S3 Transfer Acceleration is fasterand avoidsextra steps.

Option C:[]

Use AWS Snowball Edge for daily transfers.

AWS Snowballis forbulk offline transfers, notdaily high-speed internet transfers.

‘Why not?Unnecessary physical devices add operational overhead.

Option D:[]

Upload to EC2, store in EBS, snapshot, and restore in the destination Region.

This approach isoverly complexand notoptimized for direct S3 ingestion.

Why not?Too many steps and higher costs.
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