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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q29-Q34):
NEW QUESTION # 29 
Task: Confirm Internet access from the Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Use curl https://www.google.com.
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3- Check route table via netstat -rn or ip route.
4- Ensure DNS is resolving (as in Q07).
5- Check NAT policy allows outbound Internet access.

NEW QUESTION # 30 
Task: Configure inspection settings for mobile VPN users.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Inspection Settings.
2- Add a new exception group for mobile user IP pool.
3- Set reduced inspection sensitivity for this group.
4- Save, publish, and test VPN user traffic.
5- Ensure logs still show critical threats being detected.

NEW QUESTION # 31 
Task: Enable DNS reputation protection under Anti-Bot in a custom profile.

Answer:

Explanation:
See the Explanation.Explanation:
1- Edit your custom Threat Prevention profile.
2- Under the Anti-Bot section, enable DNS Reputation.
3- Set to Prevent on High Confidence queries.
4- Ensure "Inspect DNS traffic" is enabled.
5- Save and apply the profile.

NEW QUESTION # 32 
Task: Use SmartConsole to verify that the correct profile is applied to gateway traffic.

Answer:

Explanation:
See the Explanation.Explanation:
1- Generate traffic that matches the Threat Prevention rule.
2- Go to Logs & Monitor, search by source/destination.
3- Confirm the Profile name in the log entry under Threat Prevention details.
4- Cross-reference with the rule base.
5- Adjust rules if wrong profile is triggered.

NEW QUESTION # 33 
Task: Verify if Anti-Bot and Anti-Virus protections are active on a Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the gateway.
2- Run: cpstat antimalware and cpstat anti-bot.
3- Confirm both blades are "Active" and signatures are "Up-to-date."
4- Check with cpview > Threat Prevention section.
5- Use watch -n 5 cpstat antimalware to monitor real-time status.



NEW QUESTION # 34
......
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