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ISACA Certified Information Security Manager Sample Questions (Q478-
Q483):
NEW QUESTION # 478 
Which of the following is PRIMARILY determined by asset classification?

A. Priority for asset replacement
B. Insurance coverage required for assets
C. Replacement cost of assets
D. Level of protection required for assets

Answer: D

Explanation:
Asset classification is the process of assigning a value to information assets based on their importance to the organization and the
potential impact of their compromise, loss or damage1. Asset classification helps to determine the level of protection required for
assets, which is proportional to their value and sensitivity2. Asset classification also facilitates risk assessment and management, as
well as compliance with legal, regulatory and contractual requirements3. Asset classification does not primarily determine the
insurance coverage, priority for replacement, or replacement cost of assets, as these factors depend on other criteria such as risk
appetite, business impact, availability and market value4. References = 1: CISM - Information Asset Classification Flashcards |
Quizlet 2: CISM Exam Content Outline | CISM Certification | ISACA 3: CIS Control 1: Inventory and Control of Enterprise Assets
4: CISSP versus the CISM Certification
| ISC2

NEW QUESTION # 479 
A border router should be placed on which of the following?

A. Web server
B. IDS server
C. Screened subnet
D. Domain boundary

Answer: D

Explanation:
Explanation
A border router should be placed on a (security) domain boundary. Placing it on a web server or screened subnet, which is a
demilitarized zone (DMZ) would not provide any protection. Border routers are positioned on the boundary of the network, but do
not reside on a server.

NEW QUESTION # 480 
Secure customer use of an e-commerce application can BEST be accomplished through:

A. data encryption.
B. two-factor authentication.
C. strong passwords.
D. digital signatures.

Answer: A

Explanation:
Encryption would be the preferred method of ensuring confidentiality in customer communications with an e-commerce application.
Strong passwords, by themselves, would not be sufficient since the data could still be intercepted, while two-factor authentication
would be impractical. Digital signatures would not provide a secure means of communication. In most business-to-customer (Bto-C)
web applications, a digital signature is also not a practical solution.

NEW QUESTION # 481 



Which of the following is the MOST effective defense against spear phishing attacks?

A. User awareness training
B. Unified threat management
C. Web filtering
D. Anti-spam solution

Answer: A

NEW QUESTION # 482 
Which of the following would be MOST helpful when justifying the funding required for a compensating control?

A. Business case
B. Threat assessment
C. Risk analysis
D. Business impact analysis

Answer: D

Explanation:
Section: INCIDENT MANAGEMENT AND RESPONSE

NEW QUESTION # 483
......
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competitive IT industry. IT Professionals working in the IT area also want to have good opportunities for promotion of job and
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