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NEW QUESTION # 208
Rationalizing requirements in order to comply with the various privacy requirements required by applicable law and regulation does
NOT include which of the following?

A. Addressing requirements that fall outside the common obligations and rights (outliers) on a case-by-case basis.
B. Implementing a solution that significantly addresses shared obligations and privacy rights.

C. Applying the strictest standard for obligations and privacy rights that doesn't violate privacy laws elsewhere.
D. Harmonizing shared obligations and privacy rights across varying legislation and/or regulators.

Answer: C

NEW QUESTION # 209

SCENARIO

Please use the following to answer the next QUESTION:

As the Director of data protection for Consolidated Records Corporation, you are justifiably pleased with your accomplishments so
far. Your hiring was precipitated by warnings from regulatory agencies following a series of relatively minor data breaches that could
easily have been worse. However, you have not had a reportable incident for the three years that you have been with the company.
In fact, you consider your program a model that others in the data storage industry may note in their own program development.
You started the program at Consolidated from a jumbled mix of policies and procedures and worked toward coherence across
departments and throughout operations. You were aided along the way by the program's sponsor, the vice president of operations,
as well as by a Privacy Team that started from a clear understanding of the need for change.

Initially, your work was greeted with little confidence or enthusiasm by the company's "old guard" among both the executive team
and frontline personnel working with data and nterfacing with clients. Through the use of metrics that showed the costs not only of
the breaches that had occurred, but also projections of the costs that easily could occur given the current state of operations, you
soon had the leaders and key decision-makers largely on your side. Many of the other employees were more resistant, but face-to-
face meetings with each department and the development of a baseline privacy training program achieved sufficient "buy-in" to begin
putting the proper procedures into place.

Now, privacy protection is an accepted component of all current operations involving personal or protected data and must be part
of'the end product of any process of technological development. While your approach is not systematic, it is fairly effective.

You are left contemplating;

What must be done to maintain the program and develop it beyond just a data breach prevention program?

How can you build on your success?

What are the next action steps?

What analytic can be used to track the financial viability of the program as it develops?

A. Breach impact modeling,
B. Gap analysis.

C. Return to mvestment.

D. Cost basis.

Answer: C

Explanation:

Explanation

This analytic can be used to track the financial viability of the program as it develops, as it measures the net benefit of the program
compared to its cost. It can show how much value the program adds to the organization by preventing or reducing data breaches,
fines, lawsuits, reputational damage and other potential costs.

NEW QUESTION # 210

SCENARIO

Please use the following to answer the next QUESTION:

Natalia, CFO of the Nationwide Grill restaurant chain, had never seen her fellow executives so anxious. Last week, a data
processing firm used by the company reported that its system may have been hacked, and customer data such as names, addresses,
and birthdays may have been compromised. Although the attempt was proven unsuccessful, the scare has prompted several
Nationwide Grill executives to Question the company's privacy program at today's meeting.

Alice, a vice president, said that the incident could have opened the door to lawsuits, potentially damaging Nationwide Grill's market
position. The Chief Information Officer (CIO), Brendan, tried to assure her that even if there had been an actual breach, the chances
of a successful suit against the company were slim But Alice remained unconvinced.

Spencer - a former CEO and currently a senior advisor - said that he had always warned against the use of contractors for data



processing. At the very least, he argued, they should be held contractually liable for telling customers about any security incidents. In
his view, Nationwide Grill should not be forced to soil the company name for a problem it did not cause.

One of'the business development (BD) executives, Haley, then spoke, imploring everyone to see reason. "Breaches can happen,
despite organizations' best efforts," she remarked. "Reasonable preparedness is key." She reminded everyone of the incident seven
years ago when the large grocery chain Tinkerton's had its financial information compromised after a large order of Nationwide Grill
frozen dinners. As a long-time BD executive with a solid understanding of Tinkerton's's corporate culture, built up through many
years of cultivating relationships, Haley was able to successfully manage the company's incident response.

Spencer replied that acting with reason means allowing security to be handled by the security functions within the company - not BD
staff. In a similar way, he said, Human Resources (HR) needs to do a better job training employees to prevent incidents. He pointed
out that Nationwide Grill employees are overwhelmed with posters, emails, and memos from both HR and the ethics department
related to the company's privacy program. Both the volume and the duplication of information means that it is often ignored
altogether.

Spencer said, "The company needs to dedicate itself'to its privacy program and set regular in-person trainings for all staff once a
month." Alice responded that the suggestion, while well-meaning, is not practical. With many locations, local HR departments need
to have flexibility with their traning schedules. Silently, Natalia agreed.

What is the most realistic step the organization can take to help diminish liability in the event of another incident?

A. Requiring the vendor to perform periodic internal audits.

B. Keeping the majority of processing activities within the organization.

C. Specifying mandatory data protection practices in vendor contracts.

D. Obtaining customer consent for any third-party processing of personal data.

Answer: C

NEW QUESTION # 211

SCENARIO

Please use the following to answer the next QUESTION:

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer. The company is
based in California but thanks to some great publicity from a social media influencer last year, the company has received an influx of
sales from the EU and has set up a regional office in Ireland to support this expansion. To become familiar with Ace Space's
practices and assess what her privacy priorities will be, Penny has set up meetings with a number of colleagues to hear about the
work that they have been doing and their compliance efforts.

Penny's colleague in Marketing is excited by the new sales and the company's plans, but is also concerned that Penny may curtail
some of the growth opportunities he has planned. He tells her 'T heard someone in the breakroom talking about some new privacy
laws but I really don't think it affects us. We're just a small company. I mean we just sell accessories online, so what's the real risk?"
He has also told her that he works with a number of small companies that help him get projects completed in a hurry. "We've got to
meet our deadlines otherwise we lose money. I just sign the contracts and get Jim in finance to push through the payment. Reviewing
the contracts takes time that we just don't have." In her meeting with a member of the IT team, Penny has learned that although Ace
Space has taken a number of precautions to protect its website from malicious activity, it has not taken the same level of care of its
physical files or internal infrastructure. Penny's colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell victimto a
phishing attack. Penny is told by her IT colleague that the IT team

"didn't know what to do or who should do what. We hadn't been trained on it but we're a small team though, so it worked out OK
in the end." Penny is concerned that these issues will compromise Ace Space's privacy and data protection.

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO to give the
organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.

Penny has a meeting with Ace Space's CEO today and has been asked to give her first impressions and an overview of her next
steps.

To help Penny and her CEO with their objectives, what would be the most helpful approach to address her IT concerns?

A. Host a town hall discussion for all IT employees
B. Roll out an encryption policy

C. Undertake a tabletop exercise

D. Ensure inventory of IT assets is maintained

Answer: C

Explanation:
Explanation
The most helpful approach to address Penny's IT concerns is to undertake a tabletop exercise. A tabletop exercise is a simulated



scenario that tests the organization's ability to respond to a security incident, such as a data breach, a cyberattack, or a malware
infection. A tabletop exercise typically nvolves:

* A facilitator who guides the participants through the scenario and injects additional challenges or variables

* A scenario that describes a plausible security incident based on real-world threats or past incidents

* A set of objectives that define the expected outcomes and goals of the exercise

* A set of questions that prompt the participants to discuss their roles, responsibilities, actions, decisions, and commumnications during
the incident response process

* A feedback mechanism that collects the participants' opinions and suggestions on how to improve the incident response plan and
capabilities A tabletop exercise can help Penny and her CEO with their objectives by:

* Enhancing the awareness and skills of the IT team and other stakeholders involved in incident response

* Identifying and addressing the gaps, weaknesses, and challenges in the incident response plan and process

* Tmproving the coordination and collaboration among the IT team and other stakeholders during incident response

* Evaluating and validating the effectiveness and efficiency of the incident response plan and process

* Generating and implementing lessons learned and best practices for incident response

NEW QUESTION # 212

SCENARIO

Please use the following to answer the next QUESTION:

Perhaps Jack Kelly should have stayed in the U.S. He enjoys a formidable reputation inside the company, Special Handling
Shipping, for his work in reformng certain "rogue” offices. Last year, news broke that a police sting operation had revealed a drug
ring operating in the Providence, Rhode Island office in the United States. Video fiom the office's video surveillance cameras leaked
to news operations showed a drug exchange between Special Handling staff and undercover officers.

In the wake of this incident, Kelly had been sent to Providence to change the "hands off” culture that upper management believed
had let the criminal elements conduct therr illicit transactions. After a few weeks under Kelly's direction, the office became a model of
efficiency and customer service. Kelly monitored his workers' activities using the same cameras that had recorded the illegal conduct
of their former co-workers.

Now Kelly has been charged with turning around the office in Cork, Ireland, another trouble spot. The company has received
numerous reports of the staff leaving the office unattended. When Kelly arrived, he found that even when present, the staff often
spent their days socializing or conducting personal business on their mobile phones. Again, he observed their behaviors using
surveillance cameras. He issued written reprimands to six staff members based on the first day of video alone.

Much to Kelly's surprise and chagrin, he and the company are now under investigation by the Data Protection Commissioner of
Ireland for allegedly violating the privacy rights of employees. Kelly was told that the company's license for the cameras listed facility
security as their main use, but he does not know why this matters. He has pointed out to his superiors that the company's training
programs on privacy protection and data collection mention nothing about surveillance video.

You are a privacy protection consultant, hired by the company to assess this incident, report on the legal and compliance issues, and
recommend next steps.

Knowing that the regulator is now investigating, what would be the best step to take?

A. Negotiate the terms of a settlement before formal legal action takes place.
B. If you know the organization is guilty, advise it to accept the punishment.
C. Use your background and knowledge to set a course of action.

D. Consult an attorney experienced in privacy law and litigation.

Answer: D

NEW QUESTION # 213
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