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NEW QUESTION # 1213
Which type of password token involves time synchronization?

A. Asynchronous dynamic password tokens
B. Challenge-response tokens

C. Static password tokens

D. Synchronous dynamic password tokens

Answer: D

Explanation:

Synchronous dynamic password tokens generate a new unique password value at fixed time intervals, so the server and token need
to be synchronized for the password to be accepted. Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide:
Mastering the Ten Domains of Computer Security, John Wiley & Sons, 2001, Chapter 2: Access control systems (page 37). Also
check out: HARRIS, Shon, All-In-One CISSP Certification Exam Guide, McGraw-Hil/Osborne, 2002, chapter 4: Access Control

(page 136).

NEW QUESTION # 1214
What is the term commonly used to refer to a technique of authentication one machine to another by forging packets froma trusted
source?

A. Smurfing

B. Man-in-the-Middle (MITM) attack
C. Spoofing

D. Session redirect

Answer: C

NEW QUESTION # 1215

A web-based application known to be susceptible to attacks is now under review by a senior developer. The organization would
like to ensure this application Is less susceptible to njection attacks specifically, What strategy will work BEST for the organization's
situation?

A. Limit privileged access or hard-coding logon credentials,

B. Store sensitive data in a buffer that retains data in operating system (OS) cache or memory.
C. Do not store sensitive unencrypted data on the back end.

D. Whitelist mput and encode or escape output before it is processed for rendering,

Answer: D

Explanation:

Injection attacks are a type of web-based application attack that exploit the lack of proper input validation and output encoding or
escaping, Injection attacks allow an attacker to mnject malicious code or commands into the application, such as SQL, LDAP, OS,
or HTML code, and execute them on the server or the client side. To prevent injection attacks, the best strategy is to whitelist mput
and encode or escape output before it is processed for rendering. Whitelisting input means that the application only accepts nput
that matches a predefined set of criteria, such as data type, length, format, or range, and rejects any nput that does not meet these
criteria. Encoding or escaping output means that the application converts any potentially dangerous characters or symbols in the
output, such as <, >, &, or ', into harmless representations, such as <, >, &, or', before sending them to the browser or the
database. This prevents the output from being interpreted as code or commands by the browser or the database. Not storing
sensitive unencrypted data on the back end, limiting privileged access or hard-coding logon credentials, and storing sensitive data in
a buffer that retains data in OS cache or memory are not effective strategies to prevent injection attacks, and may introduce other
security risks. References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 8, Software Development Security, page 778.
Ofticial ISC)2 CISSP CBK Reference, Fifth Edition, Domain 8, Software Development Security, page 839.

NEW QUESTION # 1216
‘What mechanism does a systemuse to compare the security labels of a subject and an object?

e A, Validation Module.



e B. Reference Monitor.
e (. Clearance Check.
¢ D. Security Module.

Answer: B

Explanation:

Because the Reference Monitor is responsible for access control to the objects by the subjects it compares the security labels of a
subject and an object.

According to the OIG: The reference monitor is an access control concept referring to an abstract machine that mediates all
accesses to objects by subjects based on information in an access control database. The reference monitor must mediate all access,
be protected from modification, be verifiable as correct, and must always be invoked. The reference monitor, in accordance with the
security policy, controls the checks that are made in the access control database.

The following are incorrect:

Validation Module. A Validation Module is typically found in application source code and is used to

validate data being inputted.

Clearance Check. Is a distractor, there is no such thing other than what someone would do when

checking if someone is authorized to access a secure facility.

Security Module. Is typically a general purpose module that prerforms a variety of security related

functions.

References:

OIG CBK, Security Architecture and Design (page 324)

AlO, 4th Edition, Security Architecture and Design, pp 328-328.

Wikipedia - httpz/en.-wikipedia.org/wiki/Reference monitor

NEW QUESTION # 1217
Which OSI/ISO layer is IP implemented at?

A. Session layer

B. Transport layer
C. Data link layer
D. Network layer

Answer: D

NEW QUESTION # 1218

Keeping in view different preparation styles of ISC CISSP test applicant Prep4sureExam has designed three easy-to-use formats for
its product. Each format has a pool of Certified Information Systems Security Professional (CISSP) (CISSP) actual questions which
have been compiled under the guidance of thousands of professionals worldwide. Questions in this product will appear in the ISC
CISSP final test.
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