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Amazon AWS Certified Developer - Associate Sample Questions (Q376-
Q381):
NEW QUESTION # 376 
A development team uses AWS Elastic Beanstalk for application deployment. The development team has configured the application
version lifecycle policy to limit the number of application versions to 25. However, even with the application version lifecycle policy,
the source bundle is deleted from the Amazon S3 source bucket.
What should the development team do in the Elastic Beanstalk application version lifecycle settings to retain the source code in the
S3 bucket?

A. Update the Elastic Beanstalk application version lifecycle policy to retain the source bundle in Amazon S3.
B. Enable versioning on the source bundle S3 bucket.
C. Disable the S3 bucket lifecycle policy to avoid the archiving of the source bundle.
D. Update the Elastic Beanstalk application version lifecycle policy to increase the version quota to 50.

Answer: A

Explanation:
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Elastic Beanstalk application version lifecycle settings can delete old application versions from Elastic Beanstalk records and can
optionally delete the source bundle from the S3 bucket. To retain the source code, the lifecycle policy must be configured not to
delete the source bundle from S3. Enabling S3 versioning is not the correct control because Elastic Beanstalk itself can be configured
to retain or delete source bundles.
Increasing the version quota only changes how many application versions Elastic Beanstalk tracks before lifecycle cleanup occurs; it
does not guarantee S3 source bundle retention. Disabling a separate S3 lifecycle policy is not the targeted Elastic Beanstalk setting.
AWS documentation states that when Elastic Beanstalk deletes an application version, the source bundle remains in S3 unless the
rule is configured to delete it. ( AWS Documentation )

NEW QUESTION # 377 
A developer is working on a serverless application that needs to process any changes to an Amazon DynamoDB table with an AWS
Lambda function.
How should the developer configure the Lambda function to detect changes to the DynamoDB table?

A. Create an Amazon Kinesis data stream, and attach it to the DynamoDB table. Create a trigger to connect the data stream
to the Lambda function.
B. Create an Amazon Kinesis Data Firehose delivery stream, and attach it to the DynamoDB table.Configure the delivery
stream destination as the Lambda function.
C. Enable DynamoDB Streams on the table. Create a trigger to connect the DynamoDB stream to the Lambda function.
D. Create an Amazon EventBridge rule to invoke the Lambda function on a regular schedule.
Conned to the DynamoDB table from the Lambda function to detect changes.

Answer: C

Explanation:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.Lambda.html

NEW QUESTION # 378 
A development team at a company uses an AWS CloudFormation template to define and deploy Amazon EC2 instances in a
development AWS account. The company's policy states that the development team can launch only general purpose instances in
the account.
During a monthly audit, the company notices that some instances that were launched by using the CloudFormation template do not
comply with the company policy. The company must ensure that all instances the development team launches comply with the policy.
Which solution should will meet this requirement?

A. Import the template into an AWS CDK application. Write a unit test to test whether the template can launch noncompliant
instances.
B. Configure a CloudFormation rollback trigger to roll back the creation of instances that do not comply with the policy.
C. Create a custom Hook in CloudFormation Hooks to ensure that the development team can create instances only from the
general purpose instance family.
D. Create a CloudFormation Guard rule to search the CloudFormation template for any instances that are not in the general
purpose instance family.

Answer: C

Explanation:
CloudFormation Hooks can enforce custom policy checks during stack operations. Creating a custom hook to validate that only
general purpose instances are launched ensures compliance before resource creation, preventing noncompliant instances from being
deployed.

NEW QUESTION # 379 
A company has developed a new serverless application using AWS Lambda functions that will be deployed using the AWS
Serverless Application Model (AWS SAM) CLI.
Which step should the developer complete prior to deploying the application?

A. Bundle the serverless application using a SAM package.
B. Compress the application to a zip file and upload it into AWS Lambda.



C. Test the new AWS Lambda function by first tracing it m AWS X-Ray.
D. Create the application environment using the eb create my-env command.

Answer: A

Explanation:
This step should be completed prior to deploying the application because it prepares the application artifacts for deployment. The
AWS Serverless Application Model (AWS SAM) is a framework that simplifies building and deploying serverless applications on
AWS. The AWS SAM CLI is a command-line tool that helps you create, test, and deploy serverless applications using AWS SAM
templates. The sam package command bundles the application artifacts, such as Lambda function code and API definitions, and
uploads them to an Amazon S3 bucket. The command also returns a CloudFormation template that is ready to be deployed with the
sam deploy command. Compressing the application to a zip file and uploading it to AWS Lambda will not work because it does not
use AWS SAM templates or CloudFormation. Testing the new Lambda function by first tracing it in AWS X-Ray will not prepare
the application for deployment, but only monitor its performance and errors. Creating the application environment using the eb create
my-env command will not work because it is a command for AWS Elastic Beanstalk, not AWS SAM.

NEW QUESTION # 380 
A company has an application that uses an Amazon S3 bucket for object storage. A developer needs to configure in-transit
encryption for the S3 bucket. All the S3 objects containing personal data needs to be encrypted at rest with AWS KMS keys,
which can be rotated on demand.
Which combination of steps will meet these requirements? (Select TWO.)

A. Write an S3 bucket policy to allow only encrypted connections over HTTPS by using the aws:
SecureTransport condition.
B. Configure S3 Block Public Access settings for the S3 bucket to allow only encrypted connections over HTTPS.
C. Write an S3 bucket policy to allow only encrypted connections over HTTPS by using permissions boundary.
D. Configure the application to encrypt the objects by using an AWS KMS customer managed key before uploading the
objects containing personal data to Amazon S3.
E. Configure an S3 bucket policy to enable client-side encryption for the objects containing personal data by using an AWS
KMS customer managed key

Answer: A,D

Explanation:
Step-by-Step Breakdown:
Requirement Summary:
* In-transit encryption (when data is moving between client and S3)
* Encryptionat rest using AWS KMS keys(which arerotatableon-demand)
Option A: Write an S3 bucket policy to allow only encrypted connections over HTTPS by using permissions boundary
* #Incorrect: Permissions boundaries are for IAM policy control, not S3 bucket policies.
* Also, encryption enforcement in-transit is not achieved through permissions boundaries.
Option B: Configure an S3 bucket policy to enable client-side encryption
* #Incorrect: AWS doesnotenforce client-side encryption via S3 bucket policies.
* Client-side encryption must be handled entirely by the application.
* Also, KMS is forserver-side encryption, not client-side.
Option C: Configure the application to encrypt the objects by using an AWS KMS customer managed key before uploading the
objects
* #Correct: This fulfills the requirement of encrypting objectsat restusing aKMS CMK, which can be rotated.
* You can specify the KMS key using the SSE-KMS option when putting an object.
Option D: Write an S3 bucket policy to allow only encrypted connections over HTTPS by using the aws:
SecureTransport condition
* #Correct: This enforcesin-transit encryption, which ensures that only HTTPS connections are allowed.
* This is the AWS-recommended way to enforce encryption in transit via bucket policy.
Option E: Configure S3 Block Public Access settings for the S3 bucket to allow only encrypted connections over HTTPS
* #Incorrect: Block Public Access is used to prevent public exposure of the bucket.
* It hasnothing to do with encryption enforcement, whether in transit or at rest.
* Using SSE-KMS:https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
* aws:SecureTransport condition in bucket policies:https://docs.aws.amazon.com/AmazonS3/latest
/userguide/amazon-s3-policy-keys.html
* Server-side encryption with AWS KMS:https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv- side-encryption.html
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