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Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q24-Q29):

NEW QUESTION # 24
Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. thin edge policy

B. VPN policy

C. private access policy

D. secure web gateway (SWG) policy

Answer: B

Explanation:
The VPN policy on FortiSASE is configured with the required security components, such as web filter, application control, and so
on, to secure the internet traffic.

NEW QUESTION # 25
When using Secure Private Access (SPA) and SD-WAN, which protocol is used for spoke-to-spoke connectivity?
Response:

A. eBGP
B. SSL
C.GRE
D. IPSEC

Answer: D

NEW QUESTION # 26
In the context of analyzing security issues, what does a sudden spike in user traffic indicate when reviewed in reports?
Response:

A. A planned upgrade of internet services

B. A social event in the organization

C. A decrease in user productivity

D. A potential distributed denial of service (DDoS) attack

Answer: D

NEW QUESTION # 27
Customizing FortiSASE dashboards allows security analysts to focus on the most critical data relevant to their role.
Response:

o A False
e B. True

Answer: B

NEW QUESTION # 28
Refer to the exhibit.

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic fiom the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface.
‘Which configuration must you apply to achieve this requirement?

e A. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.



¢ B. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic
e C. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.
¢ D. Exenpt the Google Maps FQDN from the endpoint system proxy settings.

Answer: C

Explanation:

To meet the requirement of inspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling. Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.

Split Tunneling Configuration:

Split tunneling enables selective traffic to be routed outside the VPN tunnel

By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.

Implementation Steps:

Access the FortiSASE endpoint profile configuration.

Add the Google Maps FQDN to the split tunneling destinations list.

This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.

Reference:

FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.

FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destnations.
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