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EHE #267

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Microsoft

y1¥§§1

*h ih’

From VM1, you can establish a ng*ﬁsmn with VM2,
ir’

M
Answer Areca .
W Mickgsoft
: le :"E_!' No
From VM1, you can establish a Remote | v top session with VM2. 1O : o
|,. i i
1!1 - -
From VM2, you can ping VM1, i ;" L?J o
Il"l -TPLR
' |
From VM2, you can establi:ﬁqla,ﬁemte Desktop session with VM1, ® : 9]
Explanation:
No

subnetl (WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound->VM2) Yes NSG10 blocks
ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2#€™s subnet (VNet1

/Subnet2).

No

NSGl11 blocks RDP (port TCP 3389) destined for #€” VirtualNetwork#€™., VirtualNetwork is a service tag and means the
address space of the virtual network (VNetl) which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere
else in VNetl is blocked.

EE #268
You have an Azure subscription that contains the virtual machines shown in the following table.

Ll L
Connected to
Vnetl/Subnetl
Vnet1/Subnet2

Subnet] and Subnet? are associated to a network security group (NSG) named NSG that has the following outbound rule:
* Priority: 100

* Port: Any

* Protocol: Any

* Source: Any

* Destination: Storage

* Action: Deny

You create a private endpoint that has the following settings:

* Name: Privatel

* Resource type: Microsoft. Storage/storage Accounts



* Resource: storage 1

* Target sub-resource: blob

* Virtual network: Vnetl

* Subnet: Subnet1

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements 0 \

From VM2, you can create a container in storageé&'

From VM1, you can upload data to a blnkgﬁage container in storagel

: 6cffe container in storagel

Statements

From VM2, you can create a container in storagel

From VM1, you can upload data to a blob storage container in storagel

From VM2, you cahllplowprt m%f{-’rage container in storagel

Explanation
Graphical user interface, text, application Description automatically generated

Statements

From VM2, you can create a container in storagei O

From VM1, you can upload data to a bloh storage container in storagel |O‘

From VM2, you can upload data to & bleb Ee Wﬁ'trr"btgffft O

Reference:
httpsz/docs.microsoft.conven-us/azure/private-link/disable-private-endpoint-network-policy
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Youneed to implement name resolution for the cloud.liwareinc.com The solution must meet the networking requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To implement automatic DNS name registration in
cloud.litwareinc.com: | A 4
Create virtual network links |
Configure canditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com |~ - -
DNS records from the on-premises locations: 4

Enable the Azure Firewall DNS proxy

V records in cloud.litwareinc.com

— M ICrO S @?E' n Azure virtual machine configured as a DNS server to Vnet1




To implementautomatic DNS fame registfation.in’ |
cloud.litwareinc.com: A 4

I Create virtual network links I
| Configure conditional forwarding |
*\Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premisesfocations: = v

| Enable the Azure Firewall DNS proxy

| Cr i litwareinc.com
|| Deploy an Azure virtual machine configured as a DNS server to Vnet1
Reference:

httpsz/docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration
https:/docs.microsoft.com/en-us/azure/virtual-network/virtual- networks-name- resolution- for- vims-and-role- instances

HE #270

Your on-prenises network contains two subnets named Subnet] and Subnet2. Subnet2 contains a Hyper-V host that contains two
virtual machines named VM1 and VM2. VM1 and VM2 are connected to Subnet2.

You have an Azure virtual network named VNet! that contains GatewaySubnet and a subnet named VSubnetl. VNet! is
connected to the on-premises network by using a Site-to-Site (S2S) VPN connection.

Youplan to migrate VM1 to VNet] and maintain the existing [P address of VM1. VM2 will remain on Subnet2.

Youneed to prepare the environment to ensure that VM1 can communicate with VM2 once the migration is complete.

Which five actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange them in the correct order.'
Actions Answer Area

Extend the IP address space of VNet1 to include the IP
address range of Subnet1,

To VNet1, add a subnet named VSubnet2 that uses the

same address range as Subnetl.
Extend the IP address space of VNet1 to include the IP @ @
address range of Subnet2. @ ®

To VNet?, add a subnet named VSubnet2 that uses the
same address range as Subnet2

— — - &
Deploy an Azure virtual machine that runs Windews/% 4
Server Azure Edition and has two NICs conpéctediio
VSubnet1 and VSubnet2.

Install the Hyper-V server role in the Azure virtual
machine.

Create external Hyper-V virtual switches. |

HH-

LB



J—T T

SO e
U Betetertie P Jadress space of ViNet] to include the IP
address range of Subnet2.

To VNet1, addla Skbhet named VSubnet2 that uses the
Same addfets range as Subnet?

PEpdowan Azure virtual machine that rens Windows
Sepver Arure Ecition and has two NICs connected 1o
WSubnetl and VSubnet2

Install the Hyper-V server role i the Azure virtual
! Deploy an Azure virtual machine that runs Windows machine.
|| Server Azure Edition and has two MICs connectéd 1o
| V5ubnet! and VSubnet2

1 Install the Hyper-V server role in the Afumesartual
| machine

Explanation:
Actions Answer Area
Extend the |P address space of VNet1 to include the IP Extend the P address space of VMet1 to include the IP

address range of Subnet1 address range of Subnet?.

To WMetl, add a subnet named VSubnet2 that uses the -1 | To WNetl, add a subnet named Voubnet2 that uses the
same address range as Subnet] £ | same addressrang® a8 Subnet?

Deplay an Azure virtual machine that runs Windows

Server Azure Edition and has two NICs connected 1o
V5ubnet1 and VSubnet?

L

O

d Install the Hyper-V server role in the Azure virtual
miachine.

e et

=
| L §| ( Oemeledemaltyper-v vinual switches
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Task 7

Youneed to ensure that hosts on VNET2 can access hosts on both VNET1 and VNET3. The solution must prevent hosts on
VNET! and VNET3 from communicating through VNET?2.

Y-

Y.

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that hosts on VNET2 can access hosts on both VNET1 and VNET3, but hosts on
VNET! and VNET3 cannot communicate through VNET2:

* To connect different virtual networks in Azure, you need to use virtual network peering. Virtual network peering allows you to
create low-latency, high-bandwidth connections between virtual networks without using gateways or the internet1.

* To create a virtual network peering, you need to go to the Azure portal and select your virtual network. Then select Peerings
under Settings and select + Add2.

* On the Add peering page, enter or select the following information:

* Name: Type a unique name for the peering from the source virtual network to the destination virtual network.

* Virtual network deployment model: Select Resource manager.

* Subscription: Select the subscription that contains the destination virtual network.

* Virtual network: Select the destination virtual network from the list or enter its resource ID.

* Name of the peering from [destination virtual network] to [source virtual network]: Type a unique name for the peering from the
destination virtual network to the source virtual network.

* Configure virtual network access settings: Select Enabled to allow resources in both virtual networks to commumicate with each
other.

* Allow forwarded traffic: Select Disabled to prevent traffic that originates from outside either of the peered virtual networks from
being forwarded through either of them

* Allow gateway transit: Select Disabled to prevent either of the peered virtual networks from using a gateway in the other virtual
network.

* Use remote gateways: Select Disabled to prevent either of the peered virtual networks from using a gateway in the other virtual
network as a transit point to another network.

* Select Add to create the peering?.

* Repeat the previous steps to create peerings between VNET2 and VNET1, and between VNET2 and

* VNET3. This will allow hosts on VNET2 to access hosts on both VNET1 and VNET3.



* To prevent hosts on VNET1 and VNET3 from communicating through VNET2, you need to use network security groups (NSGs)
to filter traffic between subnets. NSGs are rules that allow or deny inbound or outbound traffic based on source or destination IP
address, port, or protocol3.

* To create an NSG, you need to go to the Azure portal and select Create a resource. Search for network security group and select
Network security group. Then select Create4.

* On the Create a network security group page, enter or select the following information:

* Subscription: Select your subscription name.

* Resource group: Select your resource group name.

* Name: Type a unique name for your NSG.

* Region: Select the same region as your virtual networks.

* Select Review + create and then select Create to create your NSG4.

* To add rules to your NSG, you need to go to the Network security groups service in the Azure portal and select your NSG. Then
select Inbound security rules or Outbound security rules under Settings and select + Add4.

* On the Add inbound security rule page or Add outbound security rule page, enter or select the following information:

* Source or Destination: Select CIDR block.

* Source CIDR blocks or Destination CIDR blocks: Enter the IP address range of the source or destination subnet that you want to
filter. For example, 10.0.1.0/24 for VNET1 subnet 1,

10.0.2.0/24 for VNET2 subnet 1, and 10.0.3.0/24 for VNET3 subnet 1.

* Protocol: Select Any to apply the rule to any protocol.

* Action: Select Deny to block traffic fromor to the source or destination subnet.

* Priority: Enter a number between 100 and 4096 that indicates the order of evaluation for this rule.

Lower numbers have higher priority than higher numbers.

* Name: Type a unique name for your rule.

* Select Add to create your rule4.

* Repeat the previous steps to create inbound and outbound rules for your NSG that deny traffic between VNET1 and VNET3
subnets. For example, you can create an inbound rule that denies traffic from

10.0.1.0/24 (VNET1 subnet 1) to 10.0.3.0/24 (VNET3 subnet 1), and an outbound rule that denies traffic from 10.0.3.0/24
(VNET3 subnet 1) to 10.0.1.0/24 (VNET! subnet 1).

* To associate your NSG with a subnet, you need to go to the Virtual networks service in the Azure portal

* and select your virtual network. Then select Subnets under Settings and select the subnet that you want to associate with your
NSGS.

* On the Edit subnet page, under Network security group, select your NSG from the drop-down list. Then select SaveS.

* Repeat the previous steps to associate your NSG with the subnets in VNET1 and VNET3 that you want to isolate from each
other.
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