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Questions (Q112-Q117):
NEW QUESTION # 112 
If you see the files Zer0.tar.gz and copy.tar.gz on a Linux system while doing an investigation, what can you conclude?

A. Nothing in particular as these can be operational files
B. The system administrator has created an incremental backup
C. The system has been compromised using a t0rnrootkit
D. The system files have been copied by a remote attacker

Answer: A

NEW QUESTION # 113 
When a system is compromised, attackers often try to disable auditing, in Windows 7; modifications to the audit policy are recorded
as entries of Event ID____________.

A. 0
B. 1
C. 2
D. 3

Answer: D

NEW QUESTION # 114 
In a multifaceted cybersecurity operation, analysts deploy a suite of cutting-edge IDS tools like Juniper, Check Point, and Snort to
meticulously scrutinize logs. These logs, brimming with intricate data on network events, serve as the cornerstone of the defense,
enabling analysts to discern subtle anomalies amidst the deluge of information.
Amidst the labyrinth of cybersecurity defenses, which multifaceted function do intrusion detection systems (IDS) primarily undertake,
alongside their role of monitoring and analyzing events?

A. Vigilantly alerting security administrators via multifarious channels, including emails, pages, and SNMP traps.
B. Iteratively refining attack signatures to combat evolving threats.
C. Synthesizing comprehensive graphical reports that encapsulate nuanced insights gleaned from monitored events.
D. Orchestrating the seamless transmission of data to distributed logging infrastructures.

Answer: A

Explanation:
This question aligns with CHFI v11 objectives underNetwork and Web Attacks, specifically the role and functionality ofIntrusion
Detection Systems (IDS)in network security monitoring and incident response.
CHFI v11 emphasizes that IDS solutions such as Snort, Juniper IDS, and Check Point are designed not only to monitor and analyze
network traffic but also toactively alert security personnel when suspicious or malicious activity is detected.
An IDS continuously inspects packets, sessions, and events against predefined signatures, behavioral models, or anomaly thresholds.
When a potential intrusion, policy violation, or attack pattern is identified, the system' s primary operational response is to
generatereal-time alerts. These alerts are delivered through multiple channels-such as email notifications, pager alerts, dashboards,
syslog messages, andSNMP traps-to ensure timely awareness and rapid response by security administrators.
While IDS platforms may support reporting, log forwarding, or signature updates, these are secondary or supporting capabilities.
The critical value of IDS in a forensic and operational context lies in its ability to promptly notify defenders of threats as they occur or
are detected. Therefore, consistent with CHFI v11 IDS principles, the correct answer isvigilantly alerting security administrators via
multiple notification channels.

NEW QUESTION # 115 
An investigator is working on a complex financial fraud case involving multiple government agencies. As part of the investigation, the
investigator seeks to acquire certain government records to help uncover potentially fraudulent activities and determine the full scope
of the crime. However, one of the government agencies involved denies access to some of the requested records, citing national
security concerns and invoking a statutory exemption. Which law governs the investigator's right to request these records, and which
exemption might prevent disclosure?



A. The Freedom of Information Act (FOIA)
B. The Federal Records Act of 1950
C. The National Information Infrastructure Protection Act of 1996
D. The Protect America Act of 2007

Answer: A

Explanation:
According to theCHFI v11 Regulations, Policies, and Ethicsmodule, theFreedom of Information Act (FOIA)is the primary U.S.
federal law that governs an investigator's right to request access to records held by government agencies. FOIA establishes a legal
framework that promotestransparency and accountabilityby allowing investigators, journalists, and the public to obtain government
records, subject to specific statutory exemptions.
CHFI v11 clearly explains that while FOIA provides broad access rights, it also includesnine exemptionsthat allow agencies to
lawfully withhold information. One of the most significant and commonly invoked exemptions isExemption 1, which protects
information related tonational security, including classified defense, intelligence, and foreign policy information. If disclosure of
records could reasonably be expected to harm national security, agencies are legally permitted to deny access.
The other laws listed do not govern public or investigative access to government records in this manner. The Federal Records Act of
1950focuses on records management and preservation, not disclosure rights. The National Information Infrastructure Protection Act
of 1996addresses cybercrime offenses, and theProtect America Act of 2007relates to foreign intelligence surveillance authorities.
CHFI v11 emphasizes that forensic investigators must understandFOIA limitations and exemptionsto set realistic expectations during
multi-agency investigations and to remain compliant with legal and ethical boundaries. Therefore, the correct and CHFI v11-verified
answer isThe Freedom of Information Act (FOIA), makingOption Bcorrect.

NEW QUESTION # 116 
Edgar is part of the FBI's forensic media and malware analysis team; he Is analyzing a current malware and Is conducting a thorough
examination of the suspect system, network, and other connected devices. Edgar's approach Is to execute the malware code to
know how It Interacts with the host system and Its Impacts on It. He is also using a virtual machine and a sandbox environment.
What type of malware analysis is Edgar performing?

A. Malware disassembly
B. Static analysis
C. VirusTotal analysis
D. Dynamic malware analysis/behavioral analysis

Answer: D

NEW QUESTION # 117
......
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