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NEW QUESTION # 266
Which of the following security objectives is MOST improved when moving a system to the cloud?

A. Confidentiality
B. Integrity

C. Availability

D. Privacy

Answer: C

Explanation:

Availability is one of the security objectives that refers to the ability of authorized users to access and use the system and its
resources when needed1. Availability is most improved when moving a system to the cloud, as cloud computing offers several
benefits that enhance the reliability and accessibility of the system, such as23:

Scalability: Cloud computing allows the system to dynamically adjust the amount of resources allocated to meet the changing
demand, without affecting the performance or availability of the system.

Redundancy: Cloud computing provides muiltiple copies of the system and its data across different locations and servers, ensuring
that the system can continue to operate even if one or more components fail.

Backup and recovery: Cloud computing enables the system to regularly backup the data and configuration to the cloud, and restore
them quickly in case of a disaster or a failure.

Maintenance and updates: Cloud computing allows the system to receive timely and automatic updates and patches from the cloud
provider, without disrupting the availability of the system or requiring downtime.

Service level agreements: Cloud computing offers service level agreements (SLAs) that guarantee a certain level of availability and
uptime for the system, and provide compensation or remediation in case of a breach. Reference: 1: CompTIA Cloud Essentials+
Certification Study Guide, Second Edition (Exam CLO-002), Chapter 4: Cloud Security, Section 4.1: Cloud Security Concepts,
Subsection 4.1.1: Security Objectives; 2: IBM, What is Cloud Security? Cloud Security Defined; 3: Spiceworks, What Is Cloud
Computing Security? Definition, Risks, and Security Best Practices

NEW QUESTION # 267
A company's current billing agreement is static. If the company were to migrate to an entirely laaS-based setup, which of the
following billing concepts would the company be adopting?

A. Variable cost

B. Enterprise agreement
C. Perpetual

D. Fixed cost

Answer: A

Explanation:

Variable cost is a billing concept that means the customer pays only for the resources they consume, and the cost varies depending
on the usage. This is different from fixed cost, which means the customer pays a predetermined amount regardless of the usage.
TaaS-based setups typically use variable cost billing, as the customer can provision and deprovision resources on demand, and only
pay for what they use. This allows the customer to optimize their costs and scale their resources according to their needs123.
Reference: [CompTIA Cloud Essentials+ Certification Study Guide, Second Edition (Exam CLO-002)], Chapter 1: Cloud
Principles and Design, pages 17-18.

NEW QUESTION # 268
Which of the following would be expected froma security consultant who has been hired to investigate a data breach of a private
cloud instance?

A. Incident report

B. Application scan results
C. Request for information
D. Risk register

Answer: A

Explanation:



An incident report is a document that summarizes the details of a security breach, such as the cause, impact, response, and lessons
learned. It is expected froma security consultant who has been hired to investigate a data breach of a private cloud instance, as it
provides a clear and concise account of what happened and how to prevent or mitigate future incidents. An incident report is also
useful for communicating with stakeholders, regulators, customers, and other parties who may be affected by the breach.
Application scan results are the output of a tool that scans an application for vulnerabilities, such as SQL injection, cross-site
scripting, or broken authentication. They are not expected froma security consultant who has been hired to investigate a data breach
of a private cloud instance, as they are more relevant for the development and testing phases of the application lifecycle. Application
scan results may help identify potential weaknesses in the application, but they do not provide a comprehensive analysis of the
breach.

A request for information is a document that solicits information from vendors or service providers, such as their capabilities, pricing,
or references. It is not expected from a security consultant who has been hired to investigate a data breach of a private cloud
instance, as it is more relevant for the procurement and evaluation phases of the cloud service lifecycle. A request for information
may help compare different cloud service options, but it does not provide a detailed report of the breach.

A risk register is a document that records the risks associated with a project or an organization, such as their likelihood, impact,
mitigation strategies, and status. It is not expected froma security consultant who has been hired to investigate a data breach of a
private cloud instance, as it is more relevant for the risk management and governance phases of the cloud service lifecycle. A risk
register may help identify and prioritize the risks that need to be addressed, but it does not provide a specific report of the breach.
Reference:

CompTIA Cloud Essentials+ CLO-002 Study Guide, Chapter 5: Security in the Cloud, Section 5.3: Incident Response, page 196
CompTIA Cloud Essentials+ CLO-002 Study Guide, Chapter 4: Cloud Service Management, Section 4.1: Cloud Service
Lifecycle, page 145 ConmpTIA Cloud Essentials+ CLO-002 Study Guide, Chapter 2: Cloud Concepts, Section 2.4: Cloud Service
Models, page 63

NEW QUESTION # 269
Which of the following cloud computing services requires the MOST mvolvement from a company's in- house staff?

A. PaaS
B. IaaS

C. SaaS
D. MaaS

Answer: B

NEW QUESTION # 270
Which of'the following is a benefit of microservice applications in a cloud environment?

A. The architecture of microservice applications allows the use of auto-scaling,

B. Microservices are dependent on external shared databases found on cloud solutions.

C. Federation is a mandatory component for an optimized microservice deployment.

D. Microservice applications use orchestration solutions to update components in each service.

Answer: A

Explanation:

Microservice applications are composed of many smaller, loosely coupled, and independently deployable services, each with its own
responsibility and technology stack1. One of the benefits of microservice applications in a cloud environment is that they can use
auto-scaling, which is the ability to automatically adjust the amount of computing resources allocated to a service based on the
current demand2. Auto-scaling can help improve the performance, availability, and cost-efficiency of microservice applications, as it
allows each service to scale up or down according to its own needs, without affecting the rest of the application2. Auto-scaling can
also help handle unpredictable or variable workloads, such as spikes in traffic or seasonal fluctuations2. Auto-scaling can be
implemented using different cloud services, such as Google Kubernetes Engine (GKE) or Cloud Run, which provide both horizontal
and vertical scaling options for microservice applications34. Reference: 1: IBM, What are Microservices?; 2: AWS, What is Auto
Scaling?; 3: Google Cloud, Autoscaling Deployments; 4: Google Cloud, Scaling Cloud Run services

NEW QUESTION # 271
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