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Huawei HCIA-Security V4.0 Sample Questions (Q46-Q51):

NEW QUESTION # 46
‘Which of the following attacks is not a cyber attack?

A. Smurf attack

B. MAC address spoofing attack
C. IP spoofing attack

D. ICMP attack

Answer: B

NEW QUESTION # 47
Which of the following descriptions about digital signatures is incorrect?

A. Use the public key to decrypt the digital signature to obtain the digital fingerprint

B. A digital signature is data obtained by encrypting a digital fingerprint with the sender's own private key.
C. Digital signature technology proves that the information has not been tampered with

D. Digital signature technology proves the identity of the recipient

Answer: D

NEW QUESTION # 48

The network environment is becoming more and more conplex, and network security incidents occur frequently. While accelerating
the construction of informatization, enterprises must not only resist external attacks, but also prevent internal management personnel
from being involved in data leakage and operation and maintenance accidents due to operational errors and other issues. Which of
the following options might reduce operational risk?

¢ A Oral Each department system is independently authenticated and uses a single static password for authentication.

¢ B. According to the administrator configuration, the O&M user corresponds to the background resource account, and
restricts the unauthorized use of the account. mouth Based on the password security policy, the O&M security audit system
automatically modifies the password of the background resource account at regular intervals.

¢ C. Each systemis independently operated, maintained and managed, and the access process is not audited and monitored.

Answer: B

NEW QUESTION # 49
The method of using a scanning tool to perform port scanning to collect information is a means of () analysis.

Answer:

Explanation:
infiltration
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NEW QUESTION # 50
There are two ways for a PKI entity to apply for a local certificate from the CA: ()

Answer:

Explanation:
Online application and offline application

NEW QUESTION # 51
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