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PR #32

Grace, an online shopping enthusiast, purchased a smart TV using her debit card. During online payment. Grace's browser
redirected her from the e-commerce website to a third-party payment gateway, where she provided her debit card details and the
OTP received on her registered mobile phone. After completing the transaction, Grace logged Into her online bank account and
verified the current balance in her savings account, identify the state of data being processed between the e-commerce website and
payment gateway in the above scenario.

e A Data in transit
e B. Data in mactive
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e (. Data at rest
e D. Data nuse
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Data in transit is the state of data being processed between the e-commerce website and payment gateway in the above scenario.
Data in transit is the data that is moving from one location to another over a network, such as the internet. Data in transit can be
vulnerable to interception, modification, or theft by unauthorized parties. Therefore, data in transit should be protected using
encryption, authentication, and secure protocols2. Reference: Data in Transit
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A company decided to implement the cloud infrastructure within its corporate firewall 10 secure sensitive data from external access.
The company invested heavily in creating a cloud architecture within its premises to manage full control over its corporate dat a.
‘Which of the following types of cloud deployment models did the company implement in this scenario?

A. Multi cloud

B. Community cloud
C. Private cloud

D. Public cloud
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Private cloud is the type of cloud deployment model that the company implemented in this scenario. Cloud computing is a model that
provides on-demand access to shared and scalable computing resources, such as servers, storage, networks, applications, etc., over
the internet or a network. Cloud computing can have different types based on its service or deployment model. A cloud deployment
model defines how and where the cloud mfrastructure and services are hosted and accessed . A cloud deployment model can have
different types, such as public cloud, private cloud, hybrid cloud, community cloud, etc. A private cloud is a type of cloud
deployment model that provides exclusive access to cloud infrastructure and services to a single organization or entity . A private
cloud can be hosted within or outside the organization's premises and managed by the organization or a third-party provider . A
private cloud can be used to secure sensitive data from external access and maintain fill control over the corporate data . In the
scenario, the company decided to implement the cloud infrastructure within its corporate firewall to secure sensitive data from
external access. The company invested heavily in creating a cloud architecture within its premises to manage full control over its
corporate data. This means that the company implemented a private cloud for this purpose. A multi-cloud is not a type of cloud
deployment model, but a term that describes a strategy that uses muiltiple public or private clouds from different providers for
different purposes or functions . A public cloud is a type of cloud deployment model that provides open access to cloud
infrastructure and services to multiple organizations or entities over the internet . A public cloud can be hosted and managed by a
third-party provider that owns and operates the cloud infrastructure and services . A community cloud is a type of cloud deployment
model that provides shared access to cloud infrastructure and services to multiple organizations or entities that have common
interests or goals
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An MNC hired Brandon, a network defender, to establish secured VPN communication between the company's remote offices. For
this purpose, Brandon employed a VPN topology where all the remote offices communicate with the corporate office but
communication between the remote offices is denied.

Identify the VPN topology employed by Brandon in the above scenario.

A. Star topology

B. Point-to-Point VPN topology
C. Hub-and-Spoke VPN topology
D. Full-mesh VPN topology

ER: C
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A hub-and-spoke VPN topology is a type of VPN topology where all the remote offices communicate with the corporate office, but
communication between the remote offices is denied.

The corporate office acts as the hub, and the remote offices act as the spokes. This topology reduces the number of VPN tunnels



required and simplifies the management of VPN policies. A point-to-point VPN topology is a type of VPN topology where two
endpoints establish a direct VPN connection. A star topology is a type of VPN topology where one endpoint acts as the central
node and connects to multiple other endpoints. A full-mesh VPN topology is a type of VPN topology where every endpoint
connects to every other endpoint.
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Initiate an SSH Connection to a machine that has SSH enabled in the network. After connecting to the machine find the file flag, txt
and choose the content hidden in the file. Credentials for SSH login are provided below:

Hint:

Username: sam

Password: admin@I23

A. bob2@sam
B. sam@bob
C. bob@sam
D. sam2@bob

ER: C
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Quid pro quo is the social engineering technique that Johnson employed in the above scenario. Social engineering is a technique that
involves manipulating or deceiving people into performing actions or revealing information that can be used for malicious purposes.
Social engineering can be performed through various methods, such as phone calls, emails, websites, etc. Quid pro quo is a social
engmneering method that mvolves offering a service or a benefit in exchange for information or access. Quid pro quo can be used to
trick victins into believing that they are receiving help or assistance froma legitimate source, while in fact they are compromising their
security or privacy . In the scenario, Johnson performed quid pro quo by claiming hinself'to represent a technical support team from
a vendor and offering to help sibertech.org with a server issue, while in fact he prompted the victim to execute unusual commands
and install malicious files, which were then used to collect and pass critical information to Johnson's machine. Diversion theft is a
social engineering method that involves diverting the delivery or shipment of goods or assets to a different location or destination.
Elicitation is a social engineering method that involves extracting information from a target by engaging themin a conversation or an
interaction. Phishing is a social engineering method that involves sending fraudulent emails or messages that appear to come froma
trusted source, such as a bank, a company, or a person, and asking the recipient to click on a link, open an attachment, or provide
personal or financial information.
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You are the Lead Cybersecurity Specialist at GlobalTech, a multinational tech conglomerate renowned for its avant-garde
technological solutions in the acrospace and defense sector. The organization's reputation stands on the innovative technologies it
pioneers, many of which are nation's top secrets.

Late on a Sunday night, you are alerted about suspicious activities on a server holding the schematics and project details for a
groundbreaking missile defense system. The indicators suggest a complex, muilti-stage cyberattack that managed to bypass
traditional security measures. Preliminary investigations reveal that the cybercriminals might have used an Insider’s credentials, further
complicating the breach. Given the extremely sensitive nature of the data involved, a leak could have severe national security
implications and irreparably tarnish the company's reputation. Considering the potential gravity and intricacies of this security
incident, what immediate action should you undertake to handle this situation effectively, safeguard crucial data, and minimize
potential fallout?

e A. Informthe top executive board and legal team about the breach. Prepare a public statement to ensure shareholders and
clients are kept in the loop about the incident and the measures being undertaken.

¢ B. Initiate the incident response protocol, focusing on immediate containment by isolating the impacted server. Concurrently,
assess the breadth and depth of the breach by examining network logs and affected systens.

e C. Notify federal agencies about the potential breach of national security. Work in tandem with them to ensure all necessary
measures are taken to prevent further data exfiltration and protect national interests.

¢ D. Engage with an external specialized cybersecurity firmto conduct a parallel investigation, leveraging its expertise to identify
the culprits and understand the breach's modus operandi.
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In the event of a cyberattack involving highly sensitive data, such as a missile defense system, the immediate focus should be on



containing the breach and understanding its scope. Here's a step-by-step approach:

* Incident Response Protocol:

* Containment: Isolate the impacted server to prevent further unauthorized access or data exfiltration. This helps to limit the damage
and secure sensitive information.

* Assessment: Examine network logs, affected systens, and user activities to determine the extent of the breach. This includes
identifying how the attackers gained access and what data might have been compromised.

* Minimize Fallout:

* Preservation of Evidence: Ensure that all logs and forensic data are preserved for a detailed investigation.

* Internal Coordination: Inform key stakeholders within the organization, including the executive board and legal team, about the
breach and ongoing response efforts.

* Collaboration:

* Federal Agencies: Depending on the severity and national security implications, notifying federal agencies might be necessary after
mitial contamment and assessient.

* External Experts: If required, engage external cybersecurity firms to assist with the investigation and provide additional expertise.
References:

* NIST Computer Security Incident Handling Guide:NIST SP 800-61r2

* SANS Institute Incident Handling Handbook: SANS Reading Room
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