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VMware Avi Load Balancer 30.x Administrator Sample Questions (Q151-
Q156):

NEW QUESTION # 151
‘Which function is performed by the data plane?

A. Service Engine lifecycle management
B. Pool health monitoring

C. Configuration backups

D. Log indexing

Answer: B

Explanation:

In Avi Load Balancer architecture, the data plane is provided by Service Engines. Service Engines process application traffic, host
Virtual Services, terminate client and server connections where appropriate, perform load balancing decisions, and execute pool
health monitoring, The Controller is the centralized management, control, and analytics platformy; it handles configuration,
orchestration, lifecycle management, and log indexing. Configuration backups are also Controller administrative functions rather than
Service Engine data- plane finctions. Health monitoring must occur close to the traffic path because Service Engines need to know
whether backend pool members are available before sending client requests to them Therefore, among the listed options, Pool
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health monitoring is the finction performed by the data plane.

NEW QUESTION # 152

An application owner reports that their application is "down". An Operator checks the Avi dashboard and finds that the Health
Score for the corresponding virtual service is 1. The Operator observes that all four components of the Health Score (Performance,
Resource, Anomaly, Security) are extremely low. What are the possible root causes for such a catastrophic failure?

(Select all that apply.)

A. The administrator's password for the Avi Controller UI has expired.

B. A network outage has occurred between the Avi Controller and the Service Engines.
C. The "Log Successful Checks" option on the health monitor was disabled.

D. All backend servers in the pool are powered off or have lost network connectivity.
E. The virtual service's VIP address has been misconfigured on the upstream router.

F. The single Service Engine hosting the virtual service has crashed or lost power.

Answer: D,F

NEW QUESTION # 153

A DevOps Engineer is setting up a fully automated environment using an ACME-compliant Certificate Authority like "Let's Encrypt"
to manage certificates for public-facing websites. Which Avi feature automates the entire lifecycle of these certificates, including initial
creation, domain validation, and periodic renewal?

A. The Virtual Service's Analytics Profile

B. A ControlScript triggered by a "Certificate Expiring" alert
C. The Certificate Management Profile

D. The SSL/TLS Profile

Answer: C

NEW QUESTION # 154
An existing Layer 7 Virtual Service is terminating SSL/TLS with WAF enabled. How would an administrator add support for SMTP
on the same FQDN and Virtual [P?

¢ A. Add the SMTP listening ports with a separate [4 Application Profile to the same L7 SSI/TLS Virtual Service, and
disable destination port translation to the existing server pool

¢ B. Add the SMTP listening ports with a separate 1.4 Application Profile to the same L7 SSI/TLS Virtual Service, and use
content switching to select the SMTP pool based on inbound port/protocol

e C. Create a second Virtual Service and IP for SMTP, and add a new record in DNS to handle SMTP separately

e D. Create a second Virtual Service that reuses the same Virtual IP as the L7 SSL/TLS Virtual Service with separate listening
ports, an L4 Application Profile, and a back-end SMTP pool

Answer: D

Explanation:

Avi Load Balancer supports sharing a single VIP across mutltiple Virtual Services when the Virtual Services use different listener
ports. This is the correct design when different application protocols must be served on the same IP address but require different
profiles, pools, and processing behavior. An existing Layer 7 HTTPS Virtual Service with SSL termination and WAF should not be
converted into a mixed L7/L4 object for SMTP.

SMTP should use its own Virtual Service with an appropriate Layer 4 profile and backend SMTP pool.

Broadcom documentation specifically states that a single VIP can be shared across multiple Virtual Services by choosing different
ports for each Virtual Service. Therefore, the correct approach is to create a second Virtual Service reusing the same VIP, with
separate SMTP listener ports, L4 profile, and SMTP pool.

NEW QUESTION # 155
What is the relationship between a Service Engine and a Virtual Service? (Select all that apply.)



A. Service Engines are logically grouped into Virtual Services.

B. A single Service Engine can host muiltiple, different Virtual Services.

C. A single Virtual Service can be placed on (scaled out across) multiple Service Engines.

D. A Virtual Service must be configured with the IP address of the Service Engine it will run on.

E. A Service Engine pulls its configuration by connecting to the Virtual IP address ofits assigned Virtual Service.
F. A Service Engine executes the data plane functions defined by the Virtual Service configuration.

Answer: B,C,F

NEW QUESTION # 156
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