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HM #14
Task: Manually trigger an IPS update from SmartConsole.

Ef#:
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See the Explanation. Explanation:

1- Go to Threat Prevention > Updates.

2- Click "Check Now" under IPS section.

3- Wait for update to conmplete and view the status log,

4- On the gateway, check SFWDIR/log/ips_update.elg for details.
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5- Confirm the update applied with ips stat.

HE #15
Task: Configure a policy to log only "Detect” events for Anti-Bot scanning on internal users.

Ef#:
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See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add a rule: Source = Internal Networks, Dest = Internet.
3- Assign a profile where Anti-Bot action is set to "Detect."
4- Track = Log, Action= Accept.

5- Publish and install the policy.

HM #16
Task: Monitor Anti-Bot and AV throughput and CPU usage.
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See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: cpview > press TAB to reach "Threat Prevention."

3- Note values for throughput, scanning rate, and CPU usage.
4- Exit with 'q' and monitor again post-traffic load test.

5- Use this to optimize scan settings if needed.

R #17
Task: Create a Threat Prevention profile exclusively for outbound traffic.

IEf#:
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See the Explanation. Explanation:

1- Clone the "Optimized" profile > name it Outbound Profile.
2- Disable Threat Emulation and Extraction.

3- Enable IPS, Anti-Bot, Anti-Virus.

4- Apply only to Internet-bound rules.

5- Use action: Prevent for known C&C and malware traffic.

ER#18
Task: Set Anti- Virus protections to prevent downloads of known malware in the same profile.

Ef#:

AR :

See the Explanation. Explanation:

1- Edit Corporate TP_Strict > Anti- Virus tab.

2- Enable protection against malicious files and emails.

3- Set confidence level High and Medium to Prevent.

4- Enable file scanning on protocols like HTTP, SMTP, FTP.
5- Save and close.
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