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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q141-Q146):
NEW QUESTION # 141 
What is one advantage of using OCSP vs CRLs for certificate validation?

A. supports longer certificate validity periods
B. higher availability for certificate validation
C. less complex to implement
D. reduces latency between the time a certificate is revoked and validation reflects this status

Answer: D

Explanation:
OCSP is a protocol that allows clients to query the CA or a trusted responder for the status of a specific certificate. OCSP requests
and responses are smaller and faster than CRLs, and they can provide real-time information about the revocation status of a
certificate12. CRLs are lists of all revoked certificates that are downloaded from the CA. CRLs can present issues, as they can
become outdated and have to be downloaded frequently13. Therefore, OCSP reduces latency between the time a certificate is
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revoked and validation reflects this status. References: 1 https://sectigostore.com/blog/ocsp-vs-crl-whats-the-difference/ 2
https://www.keyfactor.com/blog/what-is-a-certificate-revocation-list-crl-vs-ocsp/ 3
https://www.fortinet.com/resources/cyberglossary/ocsp

NEW QUESTION # 142 
Refer to the exhibit. A company has deployed 200 AP-635 access points. To but is not working as expected.
What would be the correct action to fix the issue?

A. Change the SSID to WPA3-Enterpnse (CNSA).
B. Change the SSID to WPA3-Personal
C. Change the SSID to WPA3-Enterprise (CCM).
D. Change the SSID to WPA3-Enhanced Open

Answer: D

Explanation:
This is the correct action to fix the issue where the SSID is not working as expected. WPA3- Enhanced Open is a new security
standard for public networks that uses Opportunistic Wireless Encryption (OWE) to provide encryption and privacy on open, non-
password-protected networks.
WPA3-Enhanced Open can be configured on an Aruba Access Point by changing the SSID security mode to WPA3-Enhanced
Open in Aruba Central or Aruba Instant. The other options are incorrect because they either do not use WPA3-Enhanced Open or
do not exist as valid security modes.

NEW QUESTION # 143 
A customer has a site with 200 AP-515 access points 75AP-565 access points installed. The customer is rolling out new mobile
phones with Wi-Fi-calling. 802.1X is in use for authentication What should be enabled to ensure the best roaming experience?

A. 802 .11h
B. 802.1X
C. 802.11W
D. 802. 11r

Answer: B

Explanation:
Explanation
https://www.howtogeek.com/794724/what-is-wi-fi-calling/ 2:
https://www.networkcomputing.com/networking/your-network-optimized-wifi-calling 3:
https://www.arubanetworks.com/techdocs/AOS-CX/10.10/HTML/monitoring_6300-6400/Content/Chp_LEDs/fr Wi-Fi calling is a
feature that allows you to make or receive voice calls over Wi-Fi instead of cellular network.
Wi-Fi calling can provide better voice quality and reliability in areas with poor or no cellular coverage.

NEW QUESTION # 144 
You need to drop excessive broadcast traffic on an ingress port or an ArubaOS-CX switch. What is the best feature to use for this
task?

A. QoS shaping
B. Strict queuing
C. DWRR queuing
D. Rate limiting

Answer: D

Explanation:
According to the Aruba Documentation Portal1, the ArubaOS-CX switch supports various features to control the ingress traffic on
specific ports, such as rate limiting, QoS shaping, and access control. These features can help reduce the impact of excessive
broadcast traffic on the network performance and availability.
This is because rate limiting is a feature that allows you to limit the inbound or outbound traffic on a port based on a percentage of



the port capacity or a fixed amount of bytes per second. Rate limiting can help prevent broadcast storms by reducing the amount of
broadcast packets that enter or leave a port.

NEW QUESTION # 145 
A system engineer needs to preconfigure several Aruba CX 6300 switches that will be sent to a remote office An untrained local
field technician will do the rollout of the switches and the mounting of several AP-515s and AP-575S. Cables running to theAPs are
not labeled.
The VLANs are already preconfigured to VLAN 100 (mgmt), VLAN 200 (clients), and VLAN 300 (guests).
What is the correct configuration to ensure that APs will work properly?

A. 
B. 
C. 

Answer: A

Explanation:
Option C is the correct configuration to ensure that APs will work properly. It uses the ap command to configure a port profile for
APs with VLAN 100 as the native VLAN and VLAN 200 and 300 as tagged VLANs. It also enables LLDP on the ports to
discover the APs and assign them to the port profile automatically. The other options are incorrect because they either do not use the
ap command, do not enable LLDP, or do not configure the VLANs correctly.
References:
https://www.arubanetworks.com/techdocs/AOS-CX_10_08/UG/bk01-ch02.html
https://www.arubanetworks.com/techdocs/AOS-CX_10_08/UG/bk01-ch03.html
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