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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q99-Q104):

NEW QUESTION # 99
Task: Test core IPS protections using a Metasploit exploit (safe lab environment only).

Answer:

Explanation:

See the Explanation. Explanation:

1- Launch a harmless exploit from Metasploit.

2- Monitor SmartConsole > Logs & Monitor.

3- Confirm detection under blade: IPS.

4- Check that the protection's confidence level is high.
5- Validate that the profile has set action to "Prevent."

NEW QUESTION # 100
Task: Update IPS protection database on the Security Gateway manually.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: ips update now to fetch new protections.

3- Verify update status: ips stat or cpview.

4- Check update timestamp in SmartConsole > Gateways > Threat Prevention > Updates.
5- Confirm protections appear in IPS Protections list.

NEW QUESTION # 101
Task: Simulate a malicious file download and validate AV detection.

Answer:

Explanation:

See the Explanation. Explanation:

1- In test environment, download EICAR test file.

2- Monitor logs: blade:"Anti- Virus" AND action:"Prevented".
3- Confirm file type, source IP, and destination file path.

4- Check associated protection name.

5- Ensure AV blade action is set to "Prevent."

NEW QUESTION # 102
Task: Enable "Update Automatically" for IPS database.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates in SmartConsole.

2- Enable "Check for updates automatically."

3- Set interval (e.g., every 6 hours).

4- Tick "Install updates automatically” with warning prompt.
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5- Click OK, publish, and monitor update logs.

NEW QUESTION # 103
Task: Export current IPS protections list with their actions for audit.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Tools > IPS Protections.

2- Use filter or leave default.

3- Click "Export > CSV."

4- Choose file name and download location.

5- Open CSV and sort by Action or Performance Impact for analysis.

NEW QUESTION # 104
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