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Palo Alto Networks Security Operations Generalist Sample Questions (Q212-
Q217):

NEW QUESTION # 212

Palo Alto Networks perforns software updates and maintenance on the underlying Prisma Access infrastructure periodically. Which
of the following statements accurately describe how these updates and maintenance activities are designed to affect the availability
and security posture of the Prisma Access service for customers? (Select all that apply)

¢ A Updates are performed on a per-customer basis, requiring manual scheduling by the administrator.

¢ B. The admmistrator is responsible for downloading and installing the new Prisma Access software version via the Cloud
Management Console.

e (. Updates are typically performed in a rolling, non-disruptive manner across the global infrastructure to mnimize impact on
user connectivity and session state.

¢ D. During updates, security inspection capabilities (App-ID, Threat Prevention) are temporarily disabled to ensure
connectivity.

¢ E. Customers are notified in advance of scheduled maintenance windows for Prisma Access updates.
Answer: CCE

Explanation:

As a cloud service, the vendor (Palo Alto Networks) manages the underlying infrastructure maintenance and updates for Prisma
Access, designed for high availability. - Option A: Updates are managed globally by Palo Alto Networks, not scheduled manually by
individual customers. - Option B (Correct): Palo Alto Networks employs rolling update strategies across the global infrastructure,
updating nodes in clusters or regions sequentially to minimize disruption. The goal is typically non-disruptive updates where existing
sessions are maintained or seamlessly failed over. - Option C (Correct): While non-disruptive is the goal, Palo Alto Networks
provides advance notification to customers about scheduled maintenance windows and update activities via standard commumnication
channels. - Option Option D (Incorrect): The goal of the updates is to maintain or improve security posture, not disable security
inspection during the process. Updates are designed to keep security services active. - Option E: As with dynamic updates, the
administrator does not manage the installation of the underlying Prisma Access software itself, this is handled by Palo Alto
Networks.

NEW QUESTION # 213

You are using Panorama to monitor a large number of managed firewalls. You want to create a custom report that shows the top
applications consuming the most bandwidth across all managed devices, broken down by Security Zone and User Group. Which log
type in Panorama's Monitor tab is the primary source for building this type of report?

A. Summary logs

B. URL Filtering logs
C. System logs

D. Threat logs

E. Traffic logs

Answer: E

Explanation:

Reports on application usage, bandwidth consumption, user activity, and traffic patterns are built from the detailed session
nformation found in Traffic logs. - Option A: Threat logs are for detected security events. - Option B: Summary logs provide
aggregated statistics, but detailed reports broken down by specific criteria like Zone, User Group, and individual Application are
best built fiom the raw session data in Traffic logs. - Option C (Correct): Traffic logs contain the bytes transferred per session, the
application ID, the source user/group, and the source/destination zones. This detailed data allows you to aggregate and filter to
create reports showing top applications by bandwidth, segmented by user and zone. - Option D: URL Filtering logs focus on web
access and categories, not overall application bandwidth for all applications. - Option E: System logs monitor firewall health.

NEW QUESTION # 214
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When a Palo Alto Networks NGFW detects a file containing known malware based on its Antivirus signature database, where is
this event primarily logged?

A. File Blocking logs
B. Threat logs

C. System logs

D. Antivirus logs

E. Traffic logs

Answer: B

Explanation:

Malware detections by the Antivirus engine are classified as security threats and recorded in the Threat logs. Option A logs sessions.
Option B is not a standard log type; Antivirus events are part of Threat logs. Option D logs policy actions based on file type, not
necessarily malware detection. Option E logs system events.

NEW QUESTION # 215

A company is using Prisma Access for Mobile Users and Remote Networks. They want to apply different levels of security
mspection based on the source of the traffic. Traffic from corporate-owned laptops connecting via GlobalProtect should receive full
decryption and deep content inspection, while traffic from less-trusted Remote Networks (e.g., guest Wi-Fi at branches) should
receive basic threat prevention and URL filtering but may not be fully decrypted. How are Security Profiles and Decryption Policies
typically used in conjunction with Security Policy rules in Prisma Access to achieve this tiered security approach? (Select all that

apply)

e A Create different Security Profile Groups, one with comprehensive profiles (Threat, AV, WildFire, URL, File, Data) and
another with a subset of profiles (Basic Threat, Basic URL).

B. Apply the less comprehensive Security Profile Group to the Security Policy rules matching Remote Network traffic and
ensure relevant Decryption Policy rules (e.g., 'No Decrypt' or specific exclusions) are configured for those zones.

e C. Apply the comprehensive Security Profile Group to the Security Policy rules matching Mobile Lser traffic.

D. Configure separate Security Policy rules for each source type (Mobile Users, Remote Networks), matching the respective
source zones.

E. Create Decryption Policy rules that match the source zone (Mobile Users) and specify the 'Decrypt' action for relevant
traffic (ike HTTPS), placing them higher than rules for other sources.

Answer: A,B,C,D.E

Explanation:

Implementing tiered security in Prisma Access involves segmenting traffic sources by zone, defining different security profiles, and
controlling decryption. - Option A (Correct): Policy evaluation starts by matching traffic to a Security Policy rule. Creating rules
based on source zones (Mobile-Users, 'Remote-Networks) is the way to apply different policies to traffic from different origmns. -
Option B (Correct): Security profiles define the specific inspection settings. Creating different bundles of profiles allows you to apply
varying levels of inspection. - Option C (Correct): Decryption is necessary for deep mspection. Decryption Policy rules determine if
traffic is decrypted. Rules matching the "Mobile- Users' zone with a "Decrypt' action enable full inspection for corporate users. Rules
for less trusted zones might specify 'No Decrypt' for certain traffic or have a 'Decrypt' rule placed lower or with more exceptions. -
Option D (Correct): Once the Security Policy rule matches the Mobile User traffic (identified by Source Zone 'Mobile-Users'),
applying the comprehensive Security Profile Group enforces the desired deep inspection. - Option E (Correct): Similarly, applying
the less comprehensive Security Profile Group to the rules matching Remote Network traffic enforces a lower level of inspection.
Ensuring Decryption Policies are aligned (e.g., fewer things decrypted, more bypasses, or "No Decrypt' rules) is necessary because
full deep inspection (like Data Filtering or WildFire analysis) requires decryption.

NEW QUESTION # 216

A branch office is configured with a Prisma SD-WAN ION device and has two internet links: a primary broadband connection and
a secondary LTE link. The organization prioritizes VoIP traffic for business continuity and needs to ensure it uses the best available
path based on real-time quality metrics, falling over to the LTE link if the broadband link deteriorates. Which type of Prisma SD-
WAN policy is primarily used to define this behavior for VoIP traffic?

e A Security Policy
¢ B. Qos Policy
e C. Application Override Policy



¢ D. NAT Policy
¢ E. Path Policy

Answer: E

Explanation:

Prisma SD-WAN uses different policy types for different fnctions. Path Policy is specifically designed for dictating how traffic is
steered over the available WAN links based on applications, link quality, and business intent. Option A (Security Policy) controls
what traffic is allowed/denied and inspected. Option B (NAT Policy) handles address translation. Option C (QOS Policy) prioritizes
traffic on a link but doesn't dictate which link to use for a given application flow in the context of SD-WAN path selection. Option E
(Application Override) reclassifies traffic but doesn't handle path selection.

NEW QUESTION # 217
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