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ISACA Certified Information Security Manager Sample Questions (Q401-
Q4006):

NEW QUESTION # 401
It is MOST important tot an information security manager to ensure that security risk assessments are performed:

A. consistently throughout the enterprise.
B. during a root cause analysis

C. Inresponse to the threat landscape,
D. as part of the security business case

Answer: A

NEW QUESTION # 402
An organization permits the storage and use of its critical and sensitive information on employee-owned smartphones. Which of the
following is the BEST security control?

A. Requiring the backup of the organization's data by the user
B. Developing security awareness training

C. Establishing the authority to remote wipe

D. Monitoring how often the smartphone is used

Answer: C

Explanation:

The best security control for an organization that permits the storage and use of'its critical and sensitive information on employee-
owned smartphones is establishing the authority to remote wipe. Remote wipe is a feature that allows an authorized administrator or
user to remotely erase the data on a device in case of loss, theft, or compromisel. Remote wipe can help prevent unauthorized
access or disclosure of the organization's information on employee-owned smartphones, as well as protect the privacy of the
employee's personal data. Remote wipe can be implemented through various methods, such as mobile device management (MDM)
software, native device features, or third-party applications2. However, remote wipe requires the consent and cooperation of the
employee, as well as a clear policy that defines the conditions and procedures for its use. The other options are not the best security
controls for an organization that permits the storage and use of its critical and sensitive information on employee-owned
smartphones. Developing security awareness training is an important measure to educate employees about the security risks and
responsibilities associated with using their own smartphones for work purposes, but it does not provide a technical or physical
protection for the data on the devices3. Requiring the backup of the organization's data by the user is a good practice to ensure data
availability and recovery in case of device failure or loss, but it does not prevent unauthorized access or disclosure of the data on the
devices4. Monitoring how often the smartphone is used is a possible way to detect abnormal or suspicious activities on the devices,
but it does not prevent or mitigate the impact of' a data breach on the devices. Reference: 4: Mobile Device Backup - NIST 3:
Security Awareness Training - NIST 1: Remote Wipe - Lifewire 2: How Businesses with a BYOD Policy Can Secure Enployee
Devices - IBM : Mobile Device Security Policy - SANS

NEW QUESTION # 403
Which of the following is an inherent weakness of signature-based intrusion detection systems?

A. New attack methods will be missed
B. Attack profiles can be easily spoofed
C. A higher number of false positives

D. Long duration probing will be missed

Answer: A

Explanation:

Section: INFORMATION SECURITY PROGRAM MANAGEMENT

Explanation:

Signature-based intrusion detection systerms do not detect new attack methods for which signatures have not yet been developed.



False positives are not necessarily any higher, and spoofing is not relevant in this case.
Long duration probing is more likely to fool anomaly-based systens (boiling frog technique).

NEW QUESTION # 404
The MOST important characteristic of good security policies is that they:

A. are aligned with organizational goals.

B. state expectations of I'T management.

C. state only one general security mandate.

D. govern the creation of procedures and guidelines.

Answer: A

Explanation:

Explanation/Reference:

Explanation:

The most important characteristic of good security policies is that they be aligned with organizational goals.

Failure to align policies and goals significantly reduces the value provided by the policies. Stating expectations of IT management
omits addressing overall organizational goals and objectives. Stating only one general security mandate is the next best option since
policies should be clear; otherwise, policies may be confusing and difficult to understand. Governing the creation of procedures and
guidelines is most relevant to information security standards.

NEW QUESTION # 405
A global organization has developed a strategy to share a customer information database between offices in two countries. In this
situation, it is

A. risk coverage is split between the two locations sharing data.

B. a nondisclosure agreement is signed.

C. data is encrypted in transit and at rest.

D. data sharing complies with local laws and regulations at both locations.

Answer: D

NEW QUESTION # 406
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