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Fortinet FCP_FAZ AN-7.4 Priifungsplan:

Thema Einzelheiten
e Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
Therm 1 playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency in SOC environments.
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e Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data

Thema 2 : . . .

presentation and insights for security analysis.

¢ SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on

Thema 3 FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident

response capabilities.

¢ Logging: Candidates will learn about logging mechanisns, log analysis, and gathering log statistics to
Therma 4 effectively monitor security events and incidents.

¢ Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
Thema 5 covers the fundamental concepts of FortiAnalyzer.
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mit Losungen (Q20-Q25):

20. Frage
What is included in the disk quota for each ADOM on the FortiAnalyzer?

A. Raw logs, archive files, SQL database tables
B. Archive logs and analytics logs

C. Raw logs and archive files

D. SQL tables and archive files

Antwort: B

21. Frage
Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer? (Choose two.)

A. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

B. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.

C. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to fortiAnalyzer.
D. Make sure all endpoints are reachable by FortiAnalyzer.

Antwort: B,C

Begrindung;
To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both FortiGate and FortiAnalyzer.
Compromised Host data on FortiAnalyzer relies on log information from FortiGate to analyze threats and compromised activities
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effectively. Here's why the selected answers are correct:

Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer Enabling device detection on
FortiGate allows it to recognize and log devices within the network, sending critical information about hosts that could be
compromised. This is essential because FortiAnalyzer relies on these logs to determine which hosts may be at risk based on
suspicious activities observed by FortiGate. This setting enables FortiGate to provide device-level insights, which FortiAnalyzer uses
to populate the Compromised Hosts view.

Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer Web
filtering is crucial in identifying potentialty compromised hosts since it logs any access to malicious sites or blocked categories.
FortiAnalyzer uses these web filter logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables FortiAnalyzer to analyze and
identify hosts engaging in risky behavior.

Let's review the other options for clarity:

Option C: Make sure all endpoints are reachable by FortiAnalyzer

This is incorrect. FortiAnalyzer does not need direct access to all endpoints. Instead, it collects data indirectly from FortiGate logs.
FortiGate devices are the ones that interact with endpoints and then forward relevant logs to FortiAnalyzer for analysis.

Option D: Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date Although subscribing to FortiGuard
helps keep threat intelligence updated, it is not a requirement specifically to view compromised hosts. FortiAnalyzer primarily uses
logs from FortiGate (such as web filtering and device detection) to detect compromised hosts.

22. Frage
Refer to the exhibit with partial output:

Your colleague exported a playbook and has sent it to you for review. You open the file in a text editor and observer the output as
shown in the exhibit.
Which statement about the export is true?

A. The export data type is zipped.

B. The option to include the connector was not selected.
C. Your colleague put a password on the export.

D. The playbook is misconfigured.

Antwort: A

Begrindung;

In the exhibit, the data structure shows a checksum field and a data field with a long, seemingly encoded string. This format is
indicative of a file that has been compressed or encoded for storage and transfer.

Export Data Type:

The data field is likely a base64-encoded string, which is commonly used to represent binary data in text format. Base64 encoding is
often applied to data that has been compressed (zipped) for easier handling and transfer. The checksum field, with an MDS5 hash,
provides a way to verify the integrity of the data after decompression.

Option Analysis:

A . The export data type is zipped: Correct. The compressed and encoded format of the data suggests that the export is in a zipped
format, allowing for efficient storage and transfer.

B . The playbook is misconfigured: There is no indication of misconfiguration in this exhibit. The presence of the checksum and data
fields aligns with standard export practices.

C . The option to include the connector was not selected: There is no evidence in the output to conclude that connectors are missing,
Comnectors are typically listed separately and would not directly affect the checksum and encoded data structure.

D. Your colleague put a password on the export: There's no indication of password protection in the exhibit. Password protection
would likely alter the data structure, and there would be some mention of encryption.

Conclusion:

Correct Answe 1 : A. The export data type is zipped.

This answer is consistent with the typical use of base64 encoding for compressed (zipped) data exports in FortiAnalyzer.



Reference:
FortiAnalyzer 7.4.1 documentation on exporting playbooks and data compression methods.

23. Frage
Which statement describes archive logs on FortiAnalyzer?

A. Logs that are indexed and stored in the SQL database

B. Logs previously collected from devices that are offline

C. Logs a FortiAnalyzer administrator can access in FortiView
D. Logs compressed and saved in files with the .gz extension

Antwort: D

24. Frage
View the exhibit.
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A. FortiAnalyzer has temporarily stopped receiving logs so older logs' can be indexed.
B. FortiAnalyzer is indexing logs faster than logs are being received.

C. The sqlplugind daemon is ahead in indexing by one log.

D. FortiAnalyzer is dropping logs.

Antwort: C
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