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R #214
Which of the following BEST guards against the risk of attack by hackers?
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A. Message validation
B. Tunneling

C. Encryption

D. Firewalls
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HA #215
A sample for testing must include the 80 largest client balances and a random sample of the rest. What should the IS auditor
recommend?

¢ A Query the database.

¢ B. Use generalized audit software.

¢ C. Leverage a random number generator.
¢ D. Develop an integrated test facility (ITF).

Ef#: B
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Generalized audit software is a type of computer-assisted audit technique (CAAT) that allows the IS auditor to perform various
audit tasks on the data stored i different file formats and databases1. Generalized audit software can help the IS auditor to select a
sample for testing that includes the 80 largest client balances and a random sample of the rest, by using functions such as sorting,
filtering, stratifying, and randomizing the data23. Generalized audit software can also help the IS auditor to perform other audit
procedures on the sample, such as verifying the accuracy, conpleteness, and validity of the data4.

References

1: Generalized Audit Software (GAS) - ISACA 2: Audit Sampling - ISACA 3: How to use generalized audit software to perform
audit sampling 4: Generalized Audit Software: A Review of Five Packages

R #216
During the evaluation of controls over a major application development project, the MOST effective use of an IS auditor's time
would be to review and evaluate:

e A cost-benefit analysis.
¢ B. project plans.

e (. application test cases.
¢ D. acceptance testing,
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Reviewing and evaluating application test cases is the most effective use of an IS auditor's time during the evaluation of controls over
a major application development project. Application test cases are designed to verify that the application meets the fimctional and
non-functional requirements and specifications. They also help to identify and correct any errors, defects, or vulnerabilities in the
application before it is deployed. By reviewing and evaluating the test cases, the IS auditor can assess the quality, reliability, security,
and performance of the application and provide recommendations for improvement.

R #217
Which of the following should be performed FIRST before key performance indicators (KPIs) can be implemented?

A. Analysis of ndustry benchmarks

B. Implementation of a balanced scorecard
C. Identification of organizational goals

D. Analysis of quantitative benefits

IEfE: C
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The first thing that should be performed before key performance indicators (KPIs) can be implemented is the identification of



organizational goals. This is because KPIs are measurable values that demonstrate how effectively an organization is achieving its key
business objectives4. Therefore, it is necessary that the organization defines its goals clearly and aligns them with its vision, mission,
and strategy. By identifying its goals, the organization can then determine what KPIs are relevant and meaningful to measure its
progress and performance . References: 4: CISA Review Manual (Digital Version), Chapter 2: Governance and Management of IT,
Section 2.3: Benefits Realization, page 77 : CISA Online Review Course, Module 2:

Governance and Management of IT, Lesson 2.3: Benefits Realization : ISACA Journal Volume 1, 2020, Article: How to Measure
Anything in IT Governance

M #218
A company is implementing a dynamic host configuration protocol (DHCP). Given that the following conditions exist, which

represents the GREATEST concern?

A. Most employees use laptops.

B. Access to a network port is not restricted.

C. The IP address space is smaller than the number of PCs.
D. A packet filtering firewall is used.

IEf#: B
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Given physical access to a port, anyone can connect to the internal network. The other choices do not present the exposure that
access to a port does. DHCP provides convenience (an advantage) to the laptop users. Sharing IP addresses and the existence of a
firewall can be security measures.
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