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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-

Topic 1 based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users

for secure email communication.

¢ Email Security: This section of the exam measures skills of a Network Security Administrator and deals

with implementing security controls to filter and manage email threats. Candidates must configure session-
Topic 2 based filtering, spam detection methods, malware protection, APT mitigation, and content filtering. The
section also includes email archiving configurations for compliance and storage.

¢ Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Admmistrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing mitial configurations such as selecting operation mode, system settings, and defining
protected domains. It also mvolves deploying FortiMail in high-availability clusters to ensure service

continuity.
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¢ FEmail Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer

and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
Topic 4 authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

¢ Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security

Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
Topic 5 configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.
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Our FCP_FML AD-7.4 exam question is widely known throughout the education market. Almost all the candidates who are ready
for the qualifying examination know our FCP_ FML AD-7.4 exam questions. Even when they find that their classmates or
colleagues are preparinga FCP_FML AD-7.4 exam, they will infroduce our study materials to you. So, our learning materials help
users to be assured of the FCP_ FML AD-7.4 Exam. Currently, my company has introduced three versions of FCP_ FML_AD-7.4
learning materials, covering almost all the needs of the different customers.

Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q51-Q56):

NEW QUESTION # 51
‘Which two antispam techniques query FortiGuard for rating information? (Choose two.)

A. DNSBL

B. URL filter

C. SURBL

D. IP reputation

Answer: B,D

NEW QUESTION # 52
In which FortiMail configuration object can you assign an outbound session profile?

A. Outbound recipient policy
B. Inbound recipient policy
C. Access delivery rule

D. IP policy

Answer: D

NEW QUESTION # 53
A FortiMail administrator is concerned about cyber criminals attempting to get sensitive information from employees using whaling
phishing attacks. What option can the administrator configure to prevent these types of attacks?

A. Dictionary profile with predefined smart identifiers
B. Bounce tag verification

C. Content disarm and reconstruction

D. Impersonation analysis

Answer: D
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NEW QUESTION # 54
Refer to the exhibit which shows annslookupoutput of MX records of theexample.comdomain.

C:\> nslookup -type=mx ex@léﬁﬁrlnEr‘
Server: PriNs i %
Address: 10.200.3.254

Non-authoritative answer:
example.com MX preference = 10, mail exchanger = mx.hosted.com

example.com MX preference = 20, mail exchanger = mx.example.com
Which two MTA selection behaviors for theexanple.comdomain are correct? (Choose two.)

A. mx.example.com will receive approximately twice the number of email as mx.hosted.com because of its preference value.
B. The primary MTA for the example.com domain is mx.hosted.com

C. The external MTAs will send email to mx.example.com only if mx.hosted.com is unreachable.

D. The PriNS server should receive all email for the example.com domain.

Answer: B,C

NEW QUESTION # 55
Exhibit.
Mail Server settings

& Local Host
Host name i
Local domain name example.com

Default domain for authentication | —MNone-- -

g SMTP Service @O

SMTP port 25
SMTPS port 465
SMTP over SSL/TLS O
SMTPUTF8 @

SMTP MSA serviced .~ (B

SMTP MSA port 587
Authentication SMTPED SMTPS D SMTPoverTLS @D
MTA-STS service Disable -

Refer to the exhibit, which shows the mail server settings of a fortil\/[aﬂ device. What are two ways this FortiMail device will handle
connections? (Choose two.)

A. FortiMail will enforce SMTPS on all outbound sessions.

B. FortiMail will support the STARTTLS extension.

C. FortiMail will accept SMTPS connections.

D. FortiMail will drop any inbound plaintext SMTP connection.

Answer: B,C

NEW QUESTION # 56
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