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How to Develop an ISMS: This section focuses on the process of establishing and implementing an
Information Security Management System (ISMS). It includes planning, risk assessment, and applying
appropriate controls to protect information assets.

FrRE2

¢ Principles, concepts and the requirements of ISO
e [EC 27001:22022: This domain covers the core principles, key concepts, and mandatory requirements of

the ISO
IEC 27001:2022 standard. It explains how information security is structured, managed, and aligned with
organizational objectives.

FE3

ISO 2700122022 Annex A: This domain outlines the set of security controls listed in Annex A of the
standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.
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FIRE #19
What are the phases of the PDCA cycle?

A. Plan, Validate, Verify, Act
B. Propose, Do, Validate, Act
C. Plan, Do, Check, Act

D. Plan, Do, Verify, Assure

ZER: C

fE R A«

The PDCA cycle stands for Plan, Do, Check, Act. It is a management model commonly associated with management systens,
including the implementation and continual improvement of an ISMS. In the context of ISO/IEC 270012022, this logic supports
planning the ISMS, implementing and operating it, monitoring and reviewing performance, and taking actions for continual
improvement. Therefore, option B is correct.

R #20
Identify the missing words in the following sentence.
The organization shall establish, , maintain, and continually improve an information security management system

A. administer
B. monitor
C. implement
D. exploit

ER: C

it REES B -

Clause 4.4 of ISO/IEC 27001:2022 requires the organization to establish, implement, maintain, and continually improve an
information security management system. This is one of the core statements of the standard and defines the lifecycle expectation for
the ISMS. Therefore, the missing word is implement, making option A correct.

I #21
Amnex A of ISO/IEC 27001:22022 consists of

A. Guidelines for risk management

B. Elements necessary for a good design and implementation of the ISMS
C. A comprehensive list of controls grouped by themes

D. Nore of'the above

ER: C
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Annex A of ISO/IEC 27001:2022 contains the reference set of information security controls used to support risk treatment
decisions. In the 2022 edition, these controls are organized into four themes: organizational, people, physical, and technological
controls. Annex A is not a set of ISMS implementation steps and it is not a risk management guideline. Its role is to provide a
structured set of control objectives and controls that may be selected as part of risk treatment. Therefore, option B is the correct
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answer.

i =8 #22
In ISO/IEC 270012022, what does the information security risk assessment process refer to?

A. Identifying information security risks

B. Identifying risk owners

C. All of the above

D. Establishing and maintaining information security risk criteria

E&R:. C
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ISO/IEC 27001:2022 requires the organization to establish and maintain information security risk criteria, identify information
security risks, and identify risk owners as part of the risk assessment process. These activities are core elements of clause 6 on
planning and risk assessment. Since all of the listed options are required parts of the process, the correct answer is D.

FRE #23

Management review must include consideration of:

A. The status of actions from previous management reviews

B. Changes in external and internal issues that are relevant to the ISMS
C. Opportunities for continual improvement

D. All of the above

ZX: D

fE AR A«

ISO/IEC 27001:2022 specifies the inputs to management review. These include changes in external and internal issues relevant to
the ISMS, feedback on performance including nonconformities and corrective actions, follow-up actions from previous reviews, and
opportunities for continual improvement. Since all of the listed elements are valid management review inputs, the correct answer is D.
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