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concerns, and addressing SAML integration issues. The section ensures candidates can diagnose and fix

issues that impact platform performance and user access.

A 274
¢ Netskope Platform Troubleshooting: This section of the exam measures the skills of Support Engineers and
focuses on identifying and resolving common issues within the Netskope platform. It includes
=x 1 troubleshooting client connectivity problems, analyzing steering methods, resolving general connectivity
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¢ Netskope Platform Monitoring: This section of the exam measures the capabilities of Security Operations

Center (SOC) Analysts and focuses on monitoring the platform through reporting and analytics tools. It
FH 2 highlights how Netskope insights support visibility into user activity, cloud app behavior, and policy
effectiveness to help organizations maintain a continuous cloud security posture.

¢ Netskope Platform Implementation: This section of the exam measures the abilities of Cloud Security

Engineers and focuses on implementing the Netskope Security Cloud Platform using recommended
=3 steering architectures and deployment approaches. It includes key concepts such as API-enabled
protection and real-time protection features, ensuring candidates understand how to deploy Netskope to
secure cloud usage effectively within enterprise networks.

¢ Cloud Security Solutions: This section of the exam measures the skills of Cloud Security Analysts and
covers the core components and functions of the Netskope Security Cloud Platform. It includes
understanding how the platform integrates with enterprise environments, the deployment methods

M 4 supported by Netskope, and the role of various microservices in delivering cloud-based security. The

focus is on ensuring candidates can recognize how Netskope’s architecture protects users, applications,

and data across cloud services.

¢ Netskope Platform Management: This section of the exam measures the skills of Security Administrators
and covers essential administrative tasks required to manage the Netskope Security Cloud Platform. It
includes managing DLP finctions, handling identity integrations, and monitoring Netskope components to
maintain platform stability. The domain ensures professionals can manage daily operations and maintain
strong access, data, and security controls.
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A2 #33

You are implementing a solution to deploy Netskope for machine traffic in an AWS account across multiple VPCs. You want to
deploy the least amount of tunnels while providing connectivity for all VPCs.

How would you accomplish this task?

OH

=
T

A. Use IPsec tunnels fromthe AWS Transit Gateway.

B. Use IPsec tunnels from the AWS Virtual Private Gateway.
C. Use GRE tunnels from the AWS Transit Gateway.

D. Use GRE tunnels from the AWS Virtual Private Gateway

HE: A

Y.

The best approach to deploy Netskope for machine traffic across multiple VPCs in an AWS account with the least amount of
tunnels while providing connectivity for all VPCs is to use [Psec tunnels from the AWS Transit Gateway. This method allows you to
use the same Site-to-Site VPN connection to Netskope for multiple VPCs, thus minimizing the number of tunnels required12. The
AWS Transit Gateway acts as a network transit hub, enabling you to connect your VPCs and on-premises networks through a
central point of management and control. Using IPsec tunnels with the AWS Transit Gateway ensures that all VPCs connected to it
utilize the same [Psec tunnel between the transit gateway and Netskope POP1.

AE #34
You deployed Netskope Cloud Security Posture Management (CSPM) using pre-defined benchmark rules to monitor your cloud
posture in AWS, Azure, and GCP. You are asked to assess if you can extend the Netskope CSPM solution by creating custom
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rules for each environment.
Which statement is correct?

¢ A. Customrules using Domain Specific Language are only available when using SSPM.

¢ B. You will need to evaluate SaaS Security Posture Management (SSPM) in addition to CSPM so that rules applied to GCP
will align with Google Workspace

¢ (. With Netskope CSPM, you can create custom rules using Domain Specific Language for AWS. Azure, but not for GCP.

¢ D. With Netskope CSPM, you can create custom rules using Domain Specific Language for AWS. Azure, and GCP

HE: D

Y.

Netskope Cloud Security Posture Management (CSPM) allows for the creation of custom rules using Domain Specific Language
(DSL) for all three major cloud platforms: AWS, Azure, and GCP. This capability is integral to CSPM and enables organizations to
tailor their security posture assessments to their specific needs across different cloud environments.

The ability to create custom rules using DSL within Netskope CSPM for AWS, Azure, and GCP is documented in the Netskope
Knowledge Portal. It provides detailed instructions on how to build custom rules under Policies > Security Posture > Profiles &
Rules for security assessment of resources across these cloud platforms

HE #35
You successfully configured Advanced Analytics to identify policy violation trends Upon further nvestigation, you notice that the
activity is NULL. Why is this happening in this scenario?

A. The SSPM policy was not configured during setup.
B. A user accessed a static Web page.

C. A policy violation was identified using API Protection.
D. The REST API vl token has expired.

H¥e: B

MH.

The reason for the activity being NULL in this scenario is likely because a user accessed a static Web page. In Netskope's
Advanced Analytics, when the activity is reported as NULL, it often indicates that there was no dynamic interaction or transaction to
record, which is typical when a static web page is accessed]. Static web pages do not generate the kind of events or activities that
are tracked by policies, hence they appear as NULL in the activity field.

A2 #36

Review the exhibit.

You are attempting to block uploads of password-protected files. You have created the file profile shown in the exhibit.
Where should you add this profile to use in a Real-time Protection policy?

A. Add the profile to a Malware Detection profile that is used in a Real-time Protection policy.
B. Add the profile directly to a Real-time Protection policy as a Constraint.

C. Add the profile to a DLP profile that is used in a Real-time Protection policy.

D. Add the profile to a Constraint profile that is used in a Real-time Protection policy.

He: C

Y.

In Netskope Cloud Security, to block uploads of password-protected files, you should add the file profile to a DLP (Data Loss
Prevention) profile that is used in a Real-time Protection policy. The DLP profiles in Netskope are designed to detect and protect
sensitive data in real-time and at rest across the cloud environment. This approach ensures that any file matching the criteria set in the
file profile, such as being password-protected, will trigger the DLP rules and prevent the upload action in real-time.

The information aligns with the best practices for setting up DLP profiles in Netskope as described in their documentation and
resources

HEE #37
Your custorrer is currently using Directory Importer with Active Directory (AD) to provision users to Nelskope. They have recently



acquired three new companies (A. B. and C) and want to onboard users from the companies onto the NetsKope platform.
Information about the companies is shown below.

- Company A uses Active Directory.

-- Company B uses Azure AD.

-- Company C uses Okta Universal Directory.

Which statement is correct in this scenario?

¢ A. Company A users cannot be provisioned to Netskope because the customer is already using AD Importer to import users
from another Active Directory environment.

e B. Users from Companies A. B, and C can be provisioned to Netskope by deploying additional AD Importers and
integrating more than one SCIM solution.

e C. Users from Company B and Company C cannot be provisioned because the customer is already using AD Importer.

¢ D. Either Company B or Company C users cannot be provisioned because integration with only one SCIM solution is
allowed.

He:. B

MY

Users firom Companies A, B, and C can indeed be provisioned to Netskope. Company A, which uses Active Directory, can
continue to use the existing AD Importer. For Company B that uses Azure AD and Company C that uses Okta Universal Directory,
mtegration with SCIM (System for Cross-domain Identity Management) solutions is possible. Netskope supports provisioning users
from muittiple directories, including Active Directory and cloud-based identity providers like Azre AD and Okta, by using additional
AD Importers and integrating more than one SCIM solution12.

The correct approach for provisioning users from different companies that use various directory services is supported by Netskope's
capabilities to integrate with multiple identity providers and directory services, as outlined in their documentation and community
resources2.

Netskope supports multiple identity sources at the same time.In this scenario:

Company A (Active Directory):You can deploy additional Directory Importer (DI) instances to connect to separate AD forests or
domains. Netskope supports multiple DI connectors.

Company B (Azure AD):Azure AD provisioning uses SCIM, which is fully supported alongside DI

Company C (Okta Universal Directory):Okta also uses SCIM, and Netskope allows more than one SCIM integration
simultaneously.

Therefore, the customer can onboard all three companies without conflict.

Why the other options are incorrect

A). Users from Company B and C cannot be provisioned because customrer is already using AD Importer.# Incorrect - SCIM
integrations can coexist with Directory Importer.

B). Either Company B or C cannot be provisioned because only one SCIM solution is allowed.# Incorrect

- Netskope supports multiple SCIM connectors.

D). Company A users cannot be provisioned because the customer is already using AD Importer with another AD environment.#
Incorrect - Multiple DI instances can be deployed for multiple AD environments.

HE #38
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