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Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q36-Q41):

NEW QUESTION # 36
Which two additional components does FortiSASE use for application control to act as an inline-CASB?
(Choose two.)

A. SSL deep inspection

B. intrusion prevention system (IPS)
C. Web filter with inline-CASB

D. DNS filter

Answer: A,B

NEW QUESTION # 37
A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network.
‘Which FortiSASE features would help the customer to achieve this outcome?

A. SD-WAN and inline-CASB

B. zero trust network access (ZTNA) and next generation firewall (NGFW)
C. secure web gateway (SWG) and inline-CASB

D. SD-WAN and NGFW

Answer: C

Explanation:

For a customer looking to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network, the combination of
Secure Web Gateway (SWG) and Inline Cloud Access Security Broker (CASB) features in FortiSASE will provide the necessary
capabilities.

* Secure Web Gateway (SWG):

* SWG provides comprehensive web security by inspecting and filtering web traffic to protect against web-based threats.

* Tt ensures that all web traffic, whether originating from on-premises or remote locations, is inspected and secured by the cloud-
based proxy.

* Inline Cloud Access Security Broker (CASB):

* CASB enhances security by providing visibility and control over cloud applications and services.

* Inline CASB integrates with SWG to enforce security policies for cloud application usage, preventing unauthorized access and
data leakage.

References:

FortiOS 7.2 Administration Guide: Details on SWG and CASB features.

FortiSASE 23.2 Docurmentation: Explains how SWG and inline-CASB are used in cloud-based proxy solutions.

NEW QUESTION # 38
In The Secure Private Access (SPA) use case, which two FortiSASE features facilitate access to corporate applications? (Choose
two.)

A. Thin edge

B. Zero trust network access (ZTNA)

C. SD-WAN

D. Cloud access security broker (CASB)

Answer: B,C
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NEW QUESTION # 39

Which feature can assist FortiSASE administrators with troubleshooting remote user connectivity issues to common SaaS
applications using health check metrics?

Response:

A. Security logs
B. FortiView Dashboards

C. Event logs
D. Digital Experience Monitoring

Answer: D

NEW QUESTION # 40
An organization needs to resolve internal hostnames using its internal rather than public DNS servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this? (Choose two.)

A. SSL deep inspection

B. Split DNS rules

C. Split tunnelling destinations
D. DNS filter

Answer: A.B

Explanation:

To resolve internal hostnames using internal DN'S servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:

Split DN'S Rules:

Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of public DNS servers.
This ensures that internal hostnames are resolved using the organization's internal DNS infrastructure, maintaining privacy and
accuracy for internal network resources.

Split Tunneling Destinations:

Split tunneling allows specific traffic (such as DNS queries for mternal domains) to be routed through the VPN tunnel while other
traffic is sent directly to the internet.

By configuring split tunneling destinations, you can ensure that DNS queries for internal hostnames are directed through the VPN to
the mternal DNS servers.

Reference:

FortiOS 7.2 Admmnistration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.

FortiSASE 23.2 Documentation: Explains the implementation and configuration of split DNS and split tunneling for securely resolving
mternal hostnames.

NEW QUESTION # 41
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