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Palo Alto Networks Next-Generation Firewall Engineer Sample Questions
(Q31-Q36):

NEW QUESTION # 31

A PA-Series firewall with all licensable features is being installed. The customer’s Security policy requires that users do not directly
access websites. Instead, a security device must create the connection, and there must be authentication back to the Active
Directory servers for all sessions.

Which action meets the requirements in this scenario?

A. Deploy the transparent proxy with Web Cache Communications Protocol (WCCP).
B. Deploy the explicit proxy with Kerberos authentication scheme.

C. Deploy the Next-Generation Firewalls as normal and install the User-1D agent.

D. Deploy the Advanced URL Filtering license and captive portal.

Answer: B

Explanation:

In this scenario, the customer requires that users do not directly access websites and that a security device (the firewall) manages the
connection, while also ensuring that there is authentication back to the Active Directory (AD) servers for all sessions. The explicit
proxy with Kerberos authentication is the best solution because:

The explicit proxy allows the firewall to intercept user web traffic and manage the connections on behalf of users.

Kerberos authentication ensures that the user's identity is validated against the Active Directory servers before the session is allowed,
fulfilling the authentication requirement.

NEW QUESTION # 32
‘Which protocol and port number are used by default for IKE Phase 1 negotiations in an [PSec VPN?

A. UDP 4500
B. TCP 22

C. TCP 443
D. UDP 500

Answer: D

NEW QUESTION # 33

During an upgrade to the routing infrastructure in a customer environment, the network administrator wants to implement Advanced
Routing Engine (ARE) on a Palo Alto Networks firewall

‘Which firewall models support this configuration?

A. PA-5280, PA-7080, PA-3250, VM-Series
B. PA-7050, PA-1420, VM-Series, CN-Series
C. PA-455, VM-Series, PA-1410, PA-5450
D. PA-3260, PA-5410, PA-850, PA-460

Answer: D

Explanation:

The Advanced Routing Engine (ARE) is supported on Palo Alto Networks firewalls that utilize the PAN-OS 11.0+ software and
have the required hardware architecture. The supported models include PA- 3200 Series, PA-5400 Series, PA-800 Series, and
PA-400 Series. These models provide enhanced routing capabilities, including BGP, OSPF, and more complex routing policies.
PA-3260 and PA-5410 are part of the PA-3200 and PA-5400 Series, which are known to support ARE. PA-850 and PA-460
are within the PA-800 and PA-400 Series, which also support ARE.

NEW QUESTION # 34
Which two statements describe an external zone in the context of virtual systens (VSYS) on a Palo Alto Networks firewall?
(Choose two.)



A. Tt is a security object associated with a specific virtual router ofa VSYS.
B. It is a security object associated with a specific VSYS.

C. It is not associated with an interface; it is associated with a VSYS itself.
D. It is associated with an interface withina VSYS of a firewall.

Answer: B,D

Explanation:

In the context of virtual systerms (VSYS) on a Palo Alto Networks firewall, the external zone is typically associated with specific
interfaces withn a VSYS. Zones are fundamental security objects used to define traffic flow between interfaces, and the external
zone would be used for interfaces that connect to external networks.

An external zone is associated with an interface within a VSYS of'the firewall. This ensures that traffic from specific interfaces can be
classified as belonging to the external zone, allowing the firewall to apply appropriate security policies.

The external zone is indeed a security object that is specific to a given VSYS, as each VSYS can have its own set of zones that are
isolated from others.

NEW QUESTION # 35

An NGFW engmeer is configuring multiple Panorama-managed firewalls to start sending all logs to Strata Logging Service. The
Strata Logging Service nstance has been provisioned, the required device certificates have been installed, and Panorama and the
firewalls have been successfully onboarded to Strata Logging Service.

‘Which configuration task must be performed to start sending the logs to Strata Logging Service and continue forwarding them to the
Panorama log collectors as well?

¢ A Modify all active Log Forwarding profiles to select the "Cloud Logging" option in each profile match list in the appropriate
device groups.

¢ B. Select the "Enable Duplicate Logging" option in the Cloud Logging section under Device --> Setup --> Management in the
appropriate templates.

e C. Select the "Enable Cloud Logging" option in the Cloud Logging section under Device --> Setup --> Management in the
appropriate templates.

¢ D. Enable the "Panorama/Cloud Logging" option in the Logging and Reporting Settings section under Device --> Setup -->
Management in the appropriate templates.

Answer: C

Explanation:

To begmn sending logs to Strata Logging Service while continuing to forward them to Panorama log collectors, the necessary
configuration is to enable Cloud Logging, This option is configured in the Cloud Logging section under Device — Setup —
Management in the appropriate templates. Once enabled, this ensures that logs are directed both to the Strata Logging Service
(cloud) and to the Panorama log collectors.

NEW QUESTION # 36
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