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Palo Alto Networks NGFW-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

Integration and Automation: This section measures the skills of Automation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with
third-party services like Kubernetes and Terraform, centralized management with Panorama templates and
device groups, as well as building custom dashboards and reports in Application Command Center (ACC)
are key topics.

Topic 2

PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking components within PAN-OS. It covers interface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Ethernet configurations. Additionally, it includes zone creation,
high availability configurations (active
active and active
passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling.
The section also addresses IPSec, quantum-resistant cryptography, and GRE tunnels.

Topic 3

PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systems with interfaces, zones, routers, and inter-VSYS security. Logging mechanisms
such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-ID features and web proxy settings.

Palo Alto Networks Next-Generation Firewall Engineer Sample Questions
(Q51-Q56):
NEW QUESTION # 51 
In a Palo Alto Networks environment, GlobalProtect has been enabled using certificate-based authentication for both users and
devices. To ensure proper validation of certificates, one or more certificate profiles are configured.
What function do certificate profiles serve in this context?

A. They define trust anchors (root / intermediate Certificate Authorities (CAs)), specify revocation checks (CRL/OCSP), and
map certificate attributes (e.g., CN) for user or device authentication.
B. They provide a one-click mechanism to distribute certificates to all endpoints without relying on external enrollment
methods.
C. They allow the firewall to bypass certificate validation entirely, focusing only on username / password-based authentication.
D. They store private keys for users and devices, effectively allowing the firewall to issue or reissue certificates if the primary
Certificate Authority (CA) becomes unavailable, providing a built-in fallback CA to maintain continuous certificate issuance
and authentication.

Answer: A

Explanation:
In the context of GlobalProtect with certificate-based authentication, certificate profiles are used to ensure proper validation of the
certificates. They perform the following functions:
Define trust anchors, which are the root and intermediate Certificate Authorities (CAs) that the firewall trusts to authenticate
certificates.
Specify revocation checks, such as CRL (Certificate Revocation List) and OCSP (Online Certificate Status Protocol), to ensure that
the certificates being used have not been revoked.
Map certificate attributes, such as the Common Name (CN), which helps in authenticating users and devices based on their
certificates.
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NEW QUESTION # 52 
How does a Palo Alto Networks firewall choose the best route when it receives routes for the same destination from different
routing protocols?

A. The route that was received first will be entered into the forwarding table, and all subsequent routes will be rejected.
B. It compares the administrative distance and chooses the one with the highest value.
C. It will attempt to load balance the traffic across all routes.
D. It compares the administrative distance and chooses the one with the lowest value.

Answer: D

Explanation:
When a Palo Alto Networks firewall receives routes for the same destination from different routing protocols, it uses the
administrative distance (AD) to determine the best route. The administrative distance is a measure of the trustworthiness of a route,
with a lower value indicating higher preference. The firewall will choose the route with the lowest administrative distance to populate
its forwarding table.

NEW QUESTION # 53 
Which zone type allows traffic between zones in different virtual systems (VSYS), without the traffic leaving the firewall?

A. External
B. Isolated
C. Transient
D. Internal

Answer: C

Explanation:
The Transient zone type is used to allow traffic between zones in different virtual systems (VSYS) on a Palo Alto Networks firewall
without the traffic leaving the firewall. It provides a way for virtual systems to communicate with each other by acting as a temporary
or intermediary zone. Traffic can pass through the firewall between the virtual systems without requiring physical interfaces or leaving
the device.

NEW QUESTION # 54 
Palo Alto Networks NGFWs use SSL/TLS profiles to secure which two types of connections? (Choose two.)

A. GlobalProtect Gateways
B. NAT tables
C. User Authentication
D. GlobalProtect Portal

Answer: A,D

Explanation:
Palo Alto Networks Next-Generation Firewalls (NGFWs) use SSL/TLS profiles to secure connections for services such as
GlobalProtect Gateways and GlobalProtect Portals. These profiles are used to manage the SSL/TLS encryption and decryption for
secure communication between the firewall and clients (such as VPN clients for GlobalProtect). This helps ensure the confidentiality
and integrity of the data during transmission.

NEW QUESTION # 55 
Without performing a context switch, which set of operations can be performed that will affect the operation of a connected firewall
on the Panorama GUI?

A. Modification of pre-security rules, modification of a virtual router, modification of an IKE Gateway Network Profile
B. Modification of post NAT rules, creation of new views on the local firewall ACC tab, creation of local custom reports
C. Restarting the local firewall, running a packet capture, accessing the firewall CLI



D. Modification of local security rules, modification of a Layer 3 interface, modification of the firewall device hostname

Answer: D

Explanation:
In Panorama, without performing a context switch, the administrator can perform local configuration tasks directly on the connected
firewall. The following operations can be done:
Modification of local security rules: Security rules can be modified directly on the connected firewall from the Panorama GUI.
Modification of a Layer 3 interface: Changes to the Layer 3 interfaces on the connected firewall can be done from Panorama,
without needing to switch to the firewall's local interface.
Modification of the firewall device hostname: The firewall's hostname can be changed via Panorama.

NEW QUESTION # 56
......
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