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E M #268
‘Which of the following is host-based evidence?
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A. Wiretaps

B. The date and time ofthe PC
C. Router logs

D. IDS logs

IEf#: B

H R #269
Adam calculated the total cost of a control to protect 10,000 $ worth of data as 20,000 $. What do you advise Adamto do?

A. Use semi-qualitative risk assessment instead
B. Apply the control

C. Not to apply the control

D. Use qualitative risk assessment

IEfE: C

R #270
BetaCorp, a multinational corporation, identified an enployee selling company secrets to competitors.

BetaCorp wants to prevent such incidents in the future. Which action will be most effective?

A. Tmplement an Employee Monitoring Tool to track digital activities.
B. Conduct surprise bag checks at office exits.

C. Introduce random polygraph tests.

D. Regularly change office locations of enployees.

EfE: A

R -

Comprehensive and Detailed Explanation (ECIH-aligned):

ECIH identifies insider threats as best mitigated through continuous behavioral and activity monitoring, not physical or invasive
measures.

Option B is correct because employee monitoring tools can analyze access patterns, file movements, abnormal data transfers, and
deviations from normal behavior. These tools provide early warning of malicious insider activity while remaining compliant with legal
and privacy frameworks when properly implemented.

Options A, C, and D are ineffective, intrusive, or legally problematic and are explicitly discouraged by ECTH.

Behavioral monitoring allows organizations to detect insider threats proactively rather than reactively, making Option B the most
effective control.

HH #2711
In which of the following types of fuzz testing strategies the new data will be generated from scratch and the amount of data to be
generated are predefined based on the testing model?

A. Generation-based fuzz testing
B. Log-based fizz testing

C. Mutation-based fuzz testing
D. Protocol-based fuzz testing

EfE: C

H #272
Which of'the following terns refers to the personnel that the incident handling and response (IH&R) team must contact to report the
incident and obtain the necessary permissions?

e A. Pomt of contact



Ef#:

B. Crimmnal referral
C. Cuil litigation
D. Ticketing

A
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