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¢ Logical Systens and Tenant Systens: This topic of the exam explores the concepts and functionalities of
beEY 71 logical systems and tenant systems.

¢ Advanced IPsec VPNs: Focusing on networking professionals, this part covers advanced [Psec VPN
bEY 72 concepts and requires candidates to demonstrate their skills in real-world applications.

¢ Advanced Policy-Based Routing (APBR): This topic emphasizes on advanced policy-based routing
hEY 73 concepts and practical configuration or monitoring tasks.

¢ Troubleshooting Security Policies and Security Zones: This topic assesses the skills of networking

FEw 24 professionals in troubleshooting and monitoring security policies and zones using tools like logging and
tracing,
¢ Automated Threat Mitigation: This topic covers Automated Threat Mitigation concepts and emphasizes
FEY Z S implementing and managing threat mitigation strategies.
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B #85
Exhibit

user@host> show security

Interface Member—ID e Seet

ge-0/0/1 E7S2CAEAESDDEB82D4ER4BF7 preceding live 38887
3951 8888

ge—0/0/1 OF2DS171F38FEABl1 6C2EOCB62 fallback active: 83959
8952 FFFF
ge—0/0/1 6B4SBDSCF71838F3COoAR98930 primary in-progress: 2439
AARS

Referring to the exhibit, which two statements are true about the CAK status for the CAK named
"FFFP"? (Choose two.)

A. CAK is not used for encryption and decryption of the MACsec session.
B. SAK is not generated using this key.

C. SAK is successfully generated using this key.

D. CAK is used for encryption and decryption of the MACsec session.

IE%: B\ D

E R #86
You have deployed two SRX Series devices in an active/passive multimode HA scenario.
In this scenario, which two statements are correct? (Choose two.)

A. Services redundancy group 0 (SRGO) is used for services that do not have a control plane state.
B. Services redundancy group 0 (SRGO) is used for services that have a control plane state.
C. Services redundancy group 1 (SRG1) is used for services that have a control plane state.
D. Services redundancy group 1 (SRG1) is used for services that do not have a control plane state.

Eﬁ: A\ C

fiE it
Explanation:

B #87
Exhibit

untrust zone trust zone

ge-0/0/0

Your Organization '_-' - __'_- - Former Competitor
i3 sto (1) o'n L ~
10.76.75.0/24 Your SRX 10.0.0.0/30 drmef |- [10-75.75.0124

Your company recently acquired a competitor. You want to use using the same IPv4 address space as your company.
Referring to the exhibit, which two actions solve this problem? (Choose two)

A. Identify two neutral IPv4 address spaces for address translation.
B. Connect the competitor network using IPsec policy-based VPNSs.
C. Configure static NAT on the SRX Series devices.

D. Configure [Psec Transport mode.
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B #88
Exhibit:

Untrust |

i ' vearforns  show sthenet-switching
i i global-inforsation
Global Cogf TORrANlon:

MAC oines LRterva
DAL L SRl N
Bhi siatiacics

| YOl 1 imit
ge-0/0M1.0 : \ W 1imit hit

| HAC packet actice 4
WAC I agin

MAC=TF limit
MAC ]

| Local (Layer2) | | Trust (Layer 3)
[ 10.1.1.0/24 | 10.10.10.0/24

Referring to the exhibit, which two statements are true? (Choose two.)

A. Hosts in the Local zone can communicate with hosts in the Trust zone with a security policy.

B. You can configure security policies for traffic flows between hosts in the Local zone.

C. Hosts in the Local zone can be enabled for control plane access to the SRX.

D. AnIRB interface is required to enable communication between the Trust and the Untrust zones.

IE%: A\ D

il -

The Local zone represents a Layer 2 segment, which allows for traffic flows within the same zone and across other zones with
proper security policies. Additionally, hosts in different zones (such as Local and Trust) can communicate when policies are defined
to allow such interactions. Refer to Juniper Security Policy Documentation for detailed guidance.

From the exhibit:

* IRB Interface Requirement (Answer B): To allow communication between the Trust and Untrust zones (Layer 2 and Layer 3
environments), anlRB (Integrated Routing and Bridging)interface is required. The IRB interface acts as a gateway between Layer 2
and Layer 3 domains.

Command Exanple:

bash

Copy code

set interfaces irb unit 0 family inet address 10.1.1.1/24

set security zones security-zone untrust interfaces irb.0

* Comnumication Between Local and Trust (Answer D): Hosts in the Local zone (Layer 2) can comnumnicate with hosts in the Trust
zone (Layer 3) if appropriate security policies are in place. A security policy is needed to define how traffic can flow between these
zones.

Command Exanple:

bash

Copy code

set security policies from+zone local to-zone trust policy allow-local-trust match source-address any destination-address any
application any set security policies from+zone local to-zone trust policy allow-local-trust then permit These configurations ensure
proper commumnication between zones in a mixed Layer 2 and Layer

3environment.

B #89
Exhibit



user@srx> show security flow sessiocn family ineté
Flow Sessions on FEC1l0 PIC1:
Session ID: 410000066, Policy name: default—-policy-00/2, Timeout: 2, Valid

In: 2001:dbf£f8::6:2/3 > 2001:dbf8:5::2/7214;icmp6, If gu—?/l/o 0, Pkta: 1,
Bytes: 104, CP Session ID: 410000076

out: 2001:db£8:5::2/7214 ——>/2001:db£f8:54e 2/323;Lcmp6 If: .local..0, Pkt=: 1,/
Bytes: 104, CP Sesasaion ID: 410000076
Seasion TID: 410000068, pgl}.ay fAate : || dsfaul t-policy-00/2, Timeout: 2, Valid

In: 2001:dbf8::6: 2/4* -~>Izcc01 dbf8:5::2/7214;icmpé, If: ge-7/1/0.0, Pkta: 1,

s 104, es
: 2001: db A7 ? 1dbf8::6:2/4;icmp6, If: .local..0, Pkts: 1,
s 104, n GIOF slul

sessions:

Which statement is true about the output shown in the exhibit?

A. The SRX Series device is configured to disable IPv6 packet forwarding,

B. The SRX Series device is configured with default security forwarding options.

C. The SRX Series device is configured with flow-based IPv6 forwarding options.
D. The SRX Series device is configured with packet-based IPv6 forwarding options.

Ef#: B
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