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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q86-Q91):

NEW QUESTION # 86

Click the Exhibit button.

Youare asked to create a security policy that will automatically add infected hosts to the infected hosts feed and block further
commumnication through the SRX Series device.

‘What needs to be added to this configuration to complete this task?
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A. Add a match rule to the security policy with an appropriate threat level.

B. Add a security intelligence policy to the permit portion of the security policy.
C. Add an action to the permit portion of the security policy.

D. Add logging to the permit portion of the security policy.

Answer: B

Explanation:

To create a security policy that will automatically add infected hosts to the infected hosts feed and block further communication
through the SRX Series device, you need to add a security intelligence policy to the permit portion of the security policy. A security
ntelligence policy is a policy that allows you to block or monitor traffic from malicious sources based on threat intelligence feeds
from Juniper ATP Cloud or other providers. One of the feeds that you can use is the Infected-Hosts feed, which contains IP
addresses of hosts that are infected with malware and commumicate with command-and-control servers.

You can create a profile and a rule for the Infected-Hosts feed and specify the threat level and the action to take for the infected
hosts. Then, you can link the security intelligence policy with the firewall policy and apply it to the traffic that you want to protect.
Reference: = Security Intelligence Overview, Configuring Security Intelligence Policy, Configure the Security Intelligence Policy on
the SRX Series Device

NEW QUESTION # 87
Which two statements are correct about JSA data collection? (Choose two.)

A. The Flow Collector can use statistical sampling

B. The Event Collector collects information using BGP FlowSpec.
C. The Flow Collector parses logs.

D. The Event Collector parses logs

Answer: A,D

Explanation:

The Flow Collector can use statistical sampling to collect and store network flow data in the JSA database. The Event Collector
collects information from various sources including syslog, SNMP, NetFlow, and BGP FlowSpec. Both the Flow Collector and the
Event Collector parse logs to extract useful information from the logs.

NEW QUESTION # 88
Which two statements are true about mixing traditional and unified security policies? (Choose two.)

A. Traditional security policies must come before unified security policies

B. When a packet matches a traditional security policy, the evaluation process terminates
C. Unified security policies must come before traditional security policies

D. When a packet matches a unified security policy, the evaluation process terminates

Answer: B,D

NEW QUESTION # 89
Which two statements are correct about App Track? (Choose two.)

A. App Track identifies and blocks traffic flows that might be malicious regardless of the ports being used.
B. App Track collects traffic flow information including byte, packet, and duration statistics.

C. App Track can be configured for any defined logical system on an SRX Series device.

D. App Track can only be configured in the main logical system on an SRX Series device.

Answer: B,C

Explanation:

AppTrack is a feature that allows you to monitor and analyze the application traffic on your SRX Series device. It can be configured
for any defined logical system, which is a virtual router or switch within a physical device. AppTrack collects statistics such as bytes,
packets, and duration for each application flow and displays them in reports or logs. AppTrack does not identify or block malicious
traffic, that is the function of AppSecure or IDP/IPS. Reference: = INCIS-SEC Certification, Open Learning - Security, Specialist



(JNCIS-SEC), Application Security Theory

NEW QUESTION # 90

Click the Exhibit button.

You have implemented SSL client protection proxy. Employees are receiving the error shown in the exhibit.
How do you solve this problem?

A. Reboot the SRX Series device.

B. Import the existing certificate to each client device.

C. Load a known good, but expired. CA certificate onto the SRX Series device.
D. Install a new SRX Series device to act as the client proxy

Answer: B

Explanation:

SSL client protection proxy is a feature that allows you to decrypt and inspect the SSL traffic from clients to servers. To do this, you
need to install a certificate authority (CA) certificate on the SRX Series device and import the same certificate to each client device.
This way, the SRX Series device can act as a proxy between the client and the server and perform security checks on the decrypted
traffic. Ifthe client device does not have the certificate installed, it will receive an error message like the one shown in the exhibit.
Reference: = INCIS-SEC Certification, Open Leaming - Security, Specialist (JNCIS-SEC), SSL Proxy Configuration

NEW QUESTION # 91
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