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Cisco Securing Networks with Cisco Firepower Sample Questions (Q371-
Q376):

NEW QUESTION # 371

A security engineer must configure policies tor a recently deployed Cisco FTD. The security policy for the company dictates that
when five or more connections from external sources are initiated within 2 minutes, there is cause for concern. Which type of policy
must be configured in Cisco FMC \z generate an alert when this condition is triggered?

A. access control

B. application detector
C. mtrusion

D. correlation

Answer: D

Explanation:

Explanation

A correlation policy is a feature that allows you to respond in real time to threats or specific conditions on your network, using
correlation rules. A correlation rule can trigger when the system generates a specific type of event, or when your network traffic
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deviates from its normal profile1. When a correlation rule triggers, the system generates a correlation event and can also launch a
response, such as sending an alert, blocking an IP address, or scanning a host1.

In this case, the security engineer can configure a correlation rule that triggers when the system detects five or more connections from
external sources within 2 minutes. The engineer can also configure a response that sends an alert to the FMC or an email recipient
when this condition is triggered. The engineer can then create a correlation policy that includes this rule and activate it on the FTD
devicel.

The other options are incorrect because:

An application detector is a feature that allows you to detect web applications, clients, and application protocols based on patterns
in network traffic. An application detector does not generate alerts based on the number of connections from external sources?2.

An access control policy is a feature that allows you to control traffic flow through your network and inspect traffic for intrusions,
malware, and files. An access control policy does not generate alerts based on the number of connections from external sources3.
An intrusion policy is a feature that allows you to detect and prevent malicious network activity using Snort rules. An intrusion policy
does not generate alerts based on the number of connections from external sources4.

NEW QUESTION # 372
An engineer is configuring a second Cisco FMC as a standby device but is unable to register with the active unit. What is causing this
issue?

A. The code versions running on the Cisco FMC devices are different.
B. The licensing purchased does not include high availability.

C. There is only 10 Mbps of bandwidth between the two devices.

D. The primary FMC currently has devices connected to it.

Answer: A

Explanation:
Section: Deployment

NEW QUESTION # 373
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Refer to the exhibit. A security engineer views the health alerts in Cisco Secure Firewall Management Center by using the Health
Monttor in the web interface. One of the alerts shows an appliance as critical because the Time Synchronization module status is out
of sync. To troubleshoot the issue, the engineer runs the ntpq command in Secure Firewall Management Center. The output is shown
in the exhibit. Which action must the security engineer take next to resolve the issue?

A. Reestablish the connection to the timeserver.

B. Configure the appliance to sync with its own internal clock.

C. Reset the appliance with a hard reboot.

D. Configure the appliance to receive the time froman NTP server.

Answer: D

NEW QUESTION # 374

The network administrator wants to enhance the network security posture by enabling machine learning tor malware detection due to
a concern with suspicious Microsoft executable file types that were seen while creating monthly security reports for the CIO. Which
feature must be enabled to acconplish this goal?

A. static analysis
B. dynamic analysis
C. Ethos

D. Spero

Answer: D



NEW QUESTION # 375
What is a limitation to consider when running a dynamic routing protocol on a Cisco FTD device in IRB mode?

A. Only distance vector routing protocols are supported.
B. Only EtherChannel interfaces are supposed.

C. Only nonbridge interfaces are supported.

D. Only link-stale routing protocols are supported.

Answer: C

Explanation:

Integrated routing and bridging (IRB) is a feature that allows you to route between different bridge groups on a Cisco FTD device.
A bridge group is a logical interface that acts as a container for one or more physical or logical interfaces that belong to the same
layer 2 broadcast domain. You can assign an IP address to a bridge group interface (BVI) and enable routing protocols on i, just
like a regular routed interface. However, when you run a dynamic routing protocol on a Cisco FTD device in IRB mode, you can
only use nonbridge interfaces as routing peers. You cannot use bridge group interfaces or bridge group member interfaces as routing
peers2. This is because the routing protocol packets are sent and received on the nonbridge interfaces, and the bridge group
interfaces are used only for forwarding data traffic3.

NEW QUESTION # 376

So rest assured that with the Securing Networks with Cisco Firepower (300-710) practice questions you will not only make the
entire 300-710 exam dumps preparation process and enable you to perform well in the final Securing Networks with Cisco
Firepower (300-710) certification exam with good scores. To provide you with the updated Cisco 300-710 Exam Questions the
Cisco offers three months updated Securing Networks with Cisco Firepower (300-710) exam dumps download facility, Now you
can download our updated 300-710 practice questions up to three months from the date of Securing Networks with Cisco
Firepower (300-710) exam purchase.
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