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Thema Einzelheiten

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

Thema 1

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Admnistrative Domains (ADOMs). It covers tasks such as setting user
Thema 2 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

Thema 3 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

Thema 4 . L
troubleshooting communication issues.
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Priifungsfragen mit Losungen (Q148-Q153):

148. Frage
Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer?

A. To improve DNS response times
B. To use real-time forwarding

C. To resolve host names

D. To properly correlate logs

Antwort: D

149. Frage
The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device.
What can be the reason for this failure?

A. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

B. FortiAnalyzer is in an HA cluster.

C. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.
D. ADOMs are not enabled on FortiAnalyzer.

Antwort: D

Begrindung;
Reference: httpsv/help.fortinet.conv/fa/faz50hlp/56/5-6-2/FMG-FAZ/0800 ADOMs/0015_FortiClient%
20and%20ADOMs.htm

150. Frage
Refer to the exhibit.



sortiAnalyzer partial contiguration output F ) BHDET

FortiAnalyzerl# get system status

Platform Type : FAZVMB4-KVM

Platform Full Name : FortiAnalyzer-VM64-KVM
Version :v7.4.1-build2308 230831 (GA)
Serial Number : FAZ-VM0000065040
BIOS version : 04000002

Hostname : FortiAnalyzerl

Max Number of Admin Domains : 5

Admin Domain Configuration  : Enabled

FIPS Mode : Disabled

HA Mode : Stand Alone

Branch Point 12308

Release Version Information :GA

Time Zone : (GMT-8:00) Pacific Time (US & Canada)
Disk Usage : Free 43.60GB, Total 58.80GB

File System : Ext4

License Status : Valid

FortiAnalyzer2# get system global

adom-mode : normal
adom-select : enable
adom-status : enable
console-output » standard
country-flag : enable
enc-algorithm : high
ha-member-auto-grouping : enable
hostname t FortiAnalyzer2
log-checksum : mdS
log-forward-cache-size i5

log-mode : collector
longitude : (null)
max-aggregation-tasks :0
max-running-reports 15
oftp-ssl-protocol :tlsvl.2
ssl-low-encryption : disable
ssl-protocol : tlsvl.3 tisvl.2
task-list-size : 2000

webservice-proto : tlsvl.3 tisvl.2

FortiAnalyzer3# get system status
Platform Type : FAZVM®64
Platform Full Name : FortiAnalyzer-vmé64

Version : v7.4.1-build2308 230831 (GA)
Serial Number : FAZ-VM0000065042

BIOS version : 04000002

Hostname : FortiAnalyzer3

Max Number of Admin Domains : 5

Admin Domain Configuration  : Enabled
FIPS Mode : Disabled
HA Mode : Stand Alone
Branch Point 12308
Release Version Information 1 GA

Time Zone : (GMT-8:00) Pacific Time (US & Canada)
Disk Usage : Free 53.06GB, Total 79.80GB

File System : Ext4

License Status : Valid

FortiAnalyzer3# get system global

adom-mode : normal
adom-select : enable
adom-status :enable
console-output : standard
country-flag : enable
enc-algorithm : high
ha-member-auto-grouping : enable
hostname : FortiAnalyzer3
log-checksum : mdS
log-forward-cache-size 15

log-mode : analyzer
longitude : (null)
max-aggregation-tasks :0
max-running-reports 5
oftp-ssl-protocol :tlsvl.2
ssl-low-encryption : disable
ssl-protocol :tisvl.3 tisvl.2
task-list-size : 2000

webservice-proto :tlsvl.3 tisvl.2

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

¢ A FortiAnalyzer] and FortiAnalyzer2
¢ B. FortiAnalyzer2 and FortiAnalyzer3
e C. All devices listed can be members.
¢ D. FortiAnalyzerl and FortiAnalyzer3

Antwort: A

Begriindung:

Based on the partial configuration output, the primary factor for determining which devices can be members of a FortiAnalyzer
Fabric is the log-mode setting. Devices with the same log mode can be part of the same FortiAnalyzer Fabric.

FortiAnalyzer1: Log mode is set to collector.
FortiAnalyzer2: Log mode is set to collector.
FortiAnalyzer3: Log mode is set to analyzer.

Devices with the same log mode can be part of the same fabric. Since FortiAnalyzer] and FortiAnalyzer2 both have their log modes

set to collector, they can be members of a FortiAnalyzer Fabric.

Therefore, the correct answer is FortiAnalyzer] and FortiAnalyzer2.

151. Frage
Which log will generate an event with the status Contained?

e A. A WebFilter log with action=dropped.

¢ B. AnIPS log with actior—pass.

e C. An AV log with action—=quarantine.

¢ D. An AppControl log with action=blocked.



Antwort: C

152. Frage
Which two statements about log forwarding are true? (Choose two.)

A. Forwarded logs cannot be filtered to match specific criteria.

B. The client retains a local copy of the logs after forwarding.

C. You can use aggregation mode only with another FortiAnalyzer.
D. Logs are forwarded in real-time only.

Antwort: B,C

Begriindung;
https:/docs.fortinet.com/document/fortianalyzer/6.2.5/administration- guide/420493/modes
httpsz/docs.fortinet.com/document/fortianalyzer/6.2.5/administration- guide/62 1 804/log- forwarding
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